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REQUEST FOR PROPOSAL
FOR
ELECTRONIC RECORDS MANAGEMENT AND DOCUMENT IMAGING SYSTEM

PART 1: ADMINISTRATIVE AND GENERAL INFORMATION

1.1 Purpose

This Request for Proposals (RFP) is issued by the Coastal Protection and Restoration Authority

(herein referred to as the CPRA or thgency) for the purpose of entering into a contract veith
highly-qualified Contractor tcestablisharecords managemeand document imagingystem

(RM)ywhi ch wutilizes the I BM FileNet content manac
Enterprise Architecture (EA). The Contractor witbvide assistance with active and inactive

records management, policy developmémining, technology support, and scanning/imaging

supportfor current and future records and documenteAgencyinvites all qualified parties

(companies and individuals) to submit proposals for providing these services. Only one contract

will be awaded.

1.2 Background

After Hurricanes Katrina and Rita in 2005, thmuisiana Legislature created tG®RA Board as

the single state entity with authority to articulate a clear statement of priorities and to focus
development and implementation efforts toiaeh comprehensive coastal protection for
Louisiana. In July 2008, an implementation office, originally known as the Office of Coastal
Protection and Restoration and now referred to as the Coastal Protection Restoration Authority
(CPRA), was established.

Since 2008, CPRA has been tasked with a nfillion dollar workload,includinghurricane
protection and restoration projects across the coast. Additionally, CPRA sebeslakrustee
and Administrative Trustee for the Natural Resource Damage Asseghatdnta result of the
2010 Deepwater Horizon event.

In anticipation of project funding from the Deepwater Horizon Natural Resource Damage
AssessmenResources and Ecosystems Sustainability, Tourist Opportunities and Revived

Economies of the Gulf Coastafes ACRESTORE Act) Gulf of Mexico Energy Securities Act

( GOMESA) or other sources, t heEntérgriserRespurceonvert e
Planning(ERP)system in 2014 to address its financial management anecproanagement

business need¥he LaGowsystemutilizes the SAP ERP application suiléhe process to convert

to the LaGov system began July20,13,and CPRAwent live onJuly 1, 2014. Thé&inancial

Management, HumaBapital Management, Supplier Relationship Management, and Project

System modules have been implemented.

In support of the efforts made by tAgency tedate to enhance and integrate its administrative
and project management systems, the work effortsaitiaesult from this RFP are considered
major steps in moving th&égency to a negpaperless environment and will free up office space
that needs to be repurposed to address other agency needs.

The CPRA currently maintains considerable bawgy recods and documents in a central file
roomas well as irother smaller file areas reserved for speafiganizational unitée.g., financial
management, legayndhuman resourcesh addition, theAgency inherited hardopy and

electronic copies of documenfrom the Department of Natural Resources and the Department of
Transportation and Development when it was created.
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Attachment Vincludes an inventory of the various types of recamni$ documentmaintained by

the various divisions and sections witlilire Agency, a brief description, retention period

requirement, security status, and vital record ID as requiredlbye  Secr et ary of St at
Office.

1.3 Goals and Obijectives

The goal of thifkRFPis to provide the CPRA with @cords management addcument imaging
(RIM)systemwhi ch utilizes the St at etbessoftvard peovidqeahbys e Ar
the Division of Administrat i oforéadsressirgfcurreneandbf Te c |
future record and documemianagement needsnd to provide the necessary project management,
installation, implementation and training services and operational services for scanning/imaging

support while complying with federal and state law and applicable standards regarding records
management aneétention.CPRA intends to utilize the IBM FileNet content management solution

in accordance with the 9.iTheobjebtges th betachieved thraugh Ar ¢ h
thecontractresulting from thiRFPin order to attain this goal include:

9 Provide for centralized organization, indexing, storage and-iyack documents and other
data;

SupporttheAgency 6s transition to a paperless envi
Ensure fast and easy documsaarch andetrieval;

Enhance document security;

= =4 -4 =2

Provide document veion control and content management to prevent users from working
on outdated versions of documents;

9 Support electronic routing and approval of certain documents acroagé¢hey;

1 Eliminate the paper documents currently stored acrosdghacy sadhese ®wrage areas
(includingthe 1st floor file roorjpcan be repurposed for additional offices and/or cubicles;

1 Comply with federal, state and agency records retention requirements; and

1 Integrate thdRIM systemwith other major agency systems (e.g., LaGov Rk System
and Coastal Information Management System).

1.4 Term of Contract

The term of any contract resulting from this RFP shall begior aroundJanuary 1, 202&nd
shall terminate odune 30, 2025

The State shall have the right to contract fotaithirty-six (36) months with the concurrence of

the Contractor and all appropriate approvals. With all proper approvals and concurrence with the
successful Contractaihe Agency may also exercise an option to extend for up to twenty(24)
additionalmonths at the same rates, terms and conditions of the initial contract term. Prior to the
extension of the contract beyond the initial thisty (36) month term, prior approval by the Joint
Legislative Committee on the Budget (JLCB) or other approvabaized by law shall be

obtained Such written evidence of JLCB approval shall be submitted, along with the contract
amendment to the Office of State Procurement (OSP) to extend contract terms beyond the initial 3
year term. The total contract term, witktensions, shall not exceed five (5) years. The

continuation of the contract is contingent upon the appropriation of funds by the legislature to
fulfill the requirements of the contract.
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Agency Any department, commission, council, boasffice, bureau, committee,
institution, agency, government, corporation, or other establishment
the executive branch of this state authorized to participate in any cor
resulting from this solicitatiorMay often refer specifically to Coastal
Protedion and Restoration Authority within this RFP.

API Application Programming Interface

CIMS Coastal Information Management System

Contractor Any person having a contract with a governmental body; the selecte
Proposer

CPRA Coastal Protection ariRlestoration Authority

Discussions For the purposes of this RFP, a formal, structured means of conduct
written or oral communications/presentations with responsible Propg
who submit proposals in response to this RFP.

DNR Department of NaturdResources

DOA Division of Administration

EA Enterprise Architecture

EDMS Electronic Document Management System

FY Fiscal YearThe State of Louisianads
June 30.

JLCB Joint Legislative Committee on the Budget

LaGovERP LaGov Enterprise Resource Planning is a fully integrated system tha
includes Financials, Logistics, Human Resources/Payroll and Busing
Intelligence.

May and Can The terms Amayod and Acand deno

Must The tesmofichenotes mandatory re

OSP Office of State Procurement

ProposaReview A committee wirch will review and score proposals.

Committee

Proposer A firm or individual who responds to this RFP.

RFP Request for Proposal
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RIM system Recordamanagement and document imaging system

Shall and Will The terms fishall o and dAwillo d
Should The term Ashoul do denotes a de
State The term AStateo shall mean th

agenciegincluding theUsing Agency), boards, and commissions as w
as their officers, agents, servants, employees, and volunteers.

SOwW Scope oWork
UCM Universal Content Management System
Using Agency The term AUsi ng Agency obodybf#é State

(including any authorized users) which is procuring any supplies,
services, or major repairs, or any professional, personal, consulting,
social services under this Contract pursuant to the Louisiana Procur
Code, La. R.S. 39:1551755.

1.6 Schedule of Events

Event Date
RFP advertiseth newspapers and posted to LaPac SeptembeR3, 2022
PreProposalConference October 4202
Deadline for receipdf written inquiries Octoberl2, 222 @ 3:00PMCT
Deadline to answer writtenquiries November 42022
Deadline for receipt of proposals Novemberl8, 202 @ 3:00PMCT
Oral Presentations if Requested (Week of) December 5 December 9, 2022
Notice of Intent to award announcement, andiay protest January 4, 2023
period begins, on or about
Contract execution, on or about January23, 223

NOTE: The State of Louisiana reserves the right to revise this schdgieNgsions, if any, before the
Proposal Submission Deadline will be formalized by the issuance of an addenthenREeP.

1.7 Proposal Submittal

Firms or individuals who are interested in providing services requested under this RFP must
submit a proposal containing the mandatory information spedcfiedghout the RFEP he
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proposal must be received in hard copy (editversion by the RFP Coordinator on or before the
date and time specified in the Schedule of EvétaAX or email submissions shall not be
acceptableProposers mailingr delivering their proposathould allow sufficient mail delivery
time to ensureaceipt of their proposal by the time specified.

The proposal package must be delivered at the Proposer's expense to:

Gloria Tigner, RFP Coordinator
Coastal Protection & Restoration Authority
150 Terrace Avenue
Baton Rouge, LA 70802
2253425023

The respasibility solely lies with eaclProposeto ensure their proposal is delivered at the
specified place and prior to the deadline for submis§orposals received after the deadline will
not be considered.

1.8 Qualifications of Proposer
1.8.1 Mandatory Qualifications:
There are no mandatory qualifications that must be met by Proposers.

1.8.2 Desirable Qualifications:

It is desirable that Proposers meet the following qualifications prior to the deadline for receipt of
proposals

T Successful implemeation, in the last fiveyears,of a RIM and/orelectronic document
management systereDMS) for any entitycomparable in size to CPRACPRA has
approximately 180 positions and a combined Operating and Capital Outlay budget of
approximately $400M annually.

1 Comparable systewurrently in production in a minimum of fiy®) stateor local
governments and/or similar commercial entities comparable in size to the CPRA.

T Prior RIM and/orEDMS implementatiomxperience with Louisiansiategovernment
agencies.

9 Prior RIM and/orEDMS operations experience with Louisiat@egovernment agencies
Prior operational experience is defined as having been responsible for indexing/scanning/
imaging work efforts associated with eliminating haopy documents in storage well as
ongoing operations associated with indexing/scanning/imaging associated with new/ongoing
business operations.

Prior experience with FileNet and related software is preferred.

1.9 Volume I'T Technical and CostProposal Response Format

Proposalsubmitted for consideration should follow the format and order of presentation described
below:

191 Cover Letter

A cover letter should be submitted on the Proposer's official business letterhead explaining the
intent of the Proposexrs well as their understanding of the scopeak associated with this RFP.
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1.9.2 Table of Contents

Theproposal should be submitted with a table of contents that clearly identifies and denotes the
location d each section and subsecti@ach page of theesponse should lwearly and uniquely
numberedAdditionally, the table of contents should clearly identify and denote the location of all
enclosures and appendices tophaposal.

The proposal should be organized in the order contained below.
1.9.3 Executive Summary

This section serves to introduce the scope of the propbshbuldinclude administrative
information includinghe Proposel sontact namgphone numberandthe stipulation that the
proposal is valid for a period of at led&0calendar dgs from the date of submissiohhis

section should also include a summary of the Proposer's qualifications and ability to meet the
St a obverallsequirements in the timeframes set byAgency.

The executive summary should include a posiiatement of compliance with the contract terms
as providedn Attachmentll: Sample Contractf the Proposer cannot comply with any of the
contract terms, an explanation of each exception should be sufiee&@roposer should address
the specific laguage in Attachmentltl Sample Contraand submit whatever exceptions or exact
contract modifications that its firm may se&¥hile final wording will be resolved during contract
negotiations, the intent of the provisions will not be substantially dltere

1.9.4 Company Background and Experience

Proposers shoulgrovidea briefoverviewof their companyincluding brief history, corporate or
organization structure, and number of years in business.

This section should provide a detailed discussion oftheoPsopr 6 s pri or experienc
projects similar in size, scope, and function to the propssepe of service®roposers should

describe their experience in other states or in corporate and governmental entities of comparable

size and diversity wit references from previous clients including names and telephone numbers.

Proposers should clearly describe their ability to exceed the qualifications desci@ssdtiom 1.8
- Qualificatiors of Proposer

1.95 Approach and Methodology

Proposalshould includeenough information to satisfy evaluators that the Proposer has the
understanding of the nature of the Scope of Work @anhd how the Proposer will best meet
agencyneeds through its proposed approach and methodology.

The Proposer should:

9 Provide a detailed Project Work Plan and supporting narrative for implementiRiMhe
solutionacrosghe entire CPRA organizatiomhe WorkPlan should include all required
tasks, estimated hours, responsiigii{fContractor CPRA, OTS), rajor deliverakes, and
timing. In this sectionProposershould address all tasks required to successfully implement
the propose®RIM solution.At a minimum,Proposes should address all the services
includedin Section 2.2.1Task Order No. 1System Implementation drSection 2.2.2Task
Order No. 2imaging OperationsOTS involvement may be in any technology aspect.

9 Describe all scanner and other hardware/software necesdally tmeet the scope efork.
This information shall be costed out in @estProposalin Worksheet 2 Other Cost
Components.
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9 Describe the approach to Project Management and Quality Assurance.

1 Provide an explanation of any additional tasks to be performed which are deemed necessary
by the Proposer for successful project completaplanation of deviation from and/or
deletion of any tasks listed in t&eope oWork.

1 Document alassumptions in which thHeroposais basedincludingall costrelated
assumptions used to prepaderksheets 1AC, 2, and 3.

In the event Proposércludes software in its proposal, the software must comply with the EA
requiremets. See Attachment VII.

1.9.6 Proposed Staff Qualifications

The Proposer should provide detailed information about the experience and qualifications of the
Proposer's assignedrpennelconsidered key to the succeggshe project.

TheProposer should submit a resume for each of the assigned personnel, and the resume should
include education, training, technical experience, functional experience, specific dates and names
of employers, relevant and related experienogast and present projects with dates and
responsibilitiesand any applicable certifications. @ RProposeshould also specifically include

the role and responsibilities of each person who may perform work outtinlked Scope ofVork

(Part 2) anticipated level of effort and duration of involvement, and thesitnavailability.

Proposers should clearly descrhimwy the proposed personmaéet or exceed the qualifications
described in Section 8- Qualifications of Proposer.

1.9.7 Veteran and Hudson Initiative Programs Patrticipation

The State of Louisiana Veteran and Hudson Initiatives are designed to provide additional
opportunities for LouisiarrBased small entrepreneurships (sometimes referred to as Lavkt's

SE's respectively) to participate in contracting and procurement with the State. A certified
VeteranOwned and Servie€onnected Disabled Veterg@dwned small entrepreneurship (LaVet)
and a Louisiana Initiative for Small Entrepreneurships (Hudsomtini) small entrepreneurship

are businesses that have been certified by the Louisiana Department of Economic Development.
All eligible vendors are encouraged to become certified. Qualification requirements and online
certification are available at:

https://smallbiz.louisianaeconomicdevelopment.com

If a Proposer is not a certified small entrepreneurship as desbebeid bufplans to use certified

small entrepreneurship(s), Proposer shall include in their proposal the names of their certified
Veteran Initiative or Hudson Initiative small entrepreneurship subcontractor(s), a description of the
work each will perform, and theotlar value of each subcontract.

During the term of the contract and at expiration, the Contractor will also be required to report
VeteranOwned and ServieEonnected Disabled Veter@wned and Hudson Initiative small
entrepreneurship subcontractor or mlsttor participation and the dollar amount of each.

I n RFPO&s requiring the compliance of a good f al
Proposers to submit information on their business relationships and arrangements with certified

LaVet or Hudsa Initiative subcontractord ¢he time of proposal reviewhgreements between a

Proposer and a certified LaVet or Hudson Initiative subcontractor in which the certified LaVet or

Hudson Initiative subcontractor promises not to provide subcontractingiquetti other

Proposers shall be prohibited.
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In performing its evaluation of proposals, the State reserves the right to requireertifted

Proposer to provide documentation and information supporting a good faith subcontracting plan.
Such proof mayriclude contracts betweéroposernd certified Veteran Initiative and/or Hudson
Initiative subcontractor(s).

If a contract is awarded to a Proposer who proposed a good faith subcontracting pJaimghe
Agency, the Louisiana Department of Economic Depelent (LED), or the Office of State
Procurement (OSP) may audit Contractor to determine whether Contractor has complied in good
faith with its subcontracting plaithe Contractor must be able to provide supporting
documentation (i.e., phone logs, fax sanittals, letter, enails) to demonstrate its good faith
subcontracting plan was followed.it is determined at any time by thésingAgency, LED, or

the OSP Director that the Contractor did not in fact perform in good faith its subcontracting plan,
the contract award or the existing contract may be terminated.

The statutes (La. R.S. 39:2171 et. seq.) concerning the Veteran Initiative may be viewed at:
http://www.legis.la.go\egis/Law.aspx?d=671504

The statutes (La. R.S. 39:2001 et. seq.) concerning the Hudson Initiative may be viewed at:
http://www.legis.la.gov/Legis/Law.aspx?d=96265

The rules for the Veteran Initiative (LADI: IX. Chapters 11 arid®) and for the Hudson Initiative
(LAC 19: VIl Chapters 11 and 13) may be viewed at:

http://www.doa.la.gov/pagesp/se/secv.aspx

A current list of certified Vetera®wned and Servie€onnected Disabled Veter&dwned and
Hudson Initiative small entrepreneurships may be obtained from the Louisiana Economic
Development Certification Systen at

https://smallbiz.louisianaeconomicdevelopment.com

Additionally, a list of Hudson and Veteran Initiative small entrepreneurships, which have been
certified by the Louisiana Department of Economic Developmeahirdro have opted to register
in the State of Louisiana LaGov Supplier Portal:

https://lagoverpvendor.doa.louisiana.gov/irj/portal/anonymous?guest_useregelf r
This may be accessed from the State of Louisiana Procurement and Contract (LaPAC) Network:
https://wwwecfprd.doa.louisiana.gov/OSP/LaPAC/vendor/VndPuhMan.

When using this site, determine the search critega élphabetized list of all certified vendors, by
commodities, etc.) and select Smallg, VSE, or DVSE.

1.9.8 Cost Proposal

Propo&rsmustsubmit completedRequiredCost Schedules dsrmattedin Attachment IlLIt is
expected that Proposers will not devifitem the requested cost schedule format.

TheProposeshall be responsible for the consistency and accuracy of the formulas, sums-and roll
ups contained in the workbook. Any errors are solely the responsibility Bftpeser

The remainder of this section contains specific instructions concerningtoposersare to
completethe various costchedules. Thetal costo be sed for @stProposal points allocation
will be calculated based on the myygar cost as reflected on tGest Proposal Summary

Workshees 1A, 1B and L1 Consulting Services by Positidnby Fiscal Year
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Thesescheduls shall include for each proposed position: the proposed rates, the proposed hours
by month, subtotaled hours by fiscal year, subtotaled cost by fiscal year, total hours for total
presentedime period, and total costrftotal presented time perio8or positions where part of the
work will be done orsite (at an alinclusive rate) and padf the workwill be done remotely (at a
lower rate with no travel), the position should be brakém two rows to distinguish these hours.

Proposers must complete these schedules for fiscal years 2023 through 2025. Worksheet 1C should
also include a grand total of hours and costs for fiscal years 2023 through 2038céadin the
example schedule.

Proposersare responsible foensuringthat all formulas are correct othe submitted Cost
SchedulesAdditional rows may be added as needed.

Worksheet - Other Cost Components

Proposes shall utilize this schedule to describe and reflectathgr costsnot reflected in the
schedules abovas applicablde.g., required scanning hardware, required third party software)
Each cost component shall include: a description, reference numbers as appropriate, metrics as
appropriate, and thergposed costfathe component Failure to include all required costsay

result in Contractor having to cover said cofte CPRA reserves the right to purchéeens listed

on this schedule independent of this procurement if it is deemed to keffeasive to do so

All hardware and software described in Approach and Methodalndyequired to fully meet
the scope of requested servisbsuld be included in this worksheet

Worksheet31 Cost ProposaBummary

This schedule must reflect all costs associated witRthkeimplementation efforto be provided

as identified on Worksheets 1AB and T, and any other costs as identified on WorksBeet

The reference in the cost category indicates which supporting cost worksheet should provide the
additional detail to suppbthe summary cost information presented on this schedule. Proposers
must ensure the accuracy of the cost information provided in each Cost Pegbeshlle and

verify the accuracy of angpreadshedbrmulas or references.

Worksheet4d i Required Rateschedule

The Proposer shall provide an hourly rate for each of themiaiffions it deems necessary to
complete the Scope ®¥ork as outlined in Section 2.Zhe Prime and subcontractors will adhere
to the #fARequi rfoetde taRlaotders idfied ia this RF®,G&as well as for any
future task orders that may be initiated uritiercontract; therefore,rBposers are to submit only
one ARequi r edTh&nSitkratd shalldalincluséve aj all costs associated with
labor, overheadadministrative costs, software, account management, and any other costs
associated with the provision of services (including, but not limited to, comaungosfice
supplies,) as well as be inclusiveatiftravel related expenses, suchaying, miscdlaneous
travel and per diem.

1.10 Certification Statement
The Proposer must sign and subthé originalAttachment 1 Certification Statement
1.10.1 Outsourcing of Key Internal Controls
Not applicable to this RFP.
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1.10.2 Insurance

Theproposal should include a certite of insurance as proof that the Proposer has in effect limits
of insurance required by Sectior83 InsuranceRequirements for Contractot§ selected as a
Contractor, the Proposer shall provide certificates of insurance as proof of coveragena tfe ti
contract negotiation.

1.11 Volume Il 7 Financial Information

Proposers shall include one separate Volume Il containing Financial Information as
described below.

Demonstration of Financial Capability is required for Acceptance &froposal. Financial
information is used for determination of responsibility (See Sectiof),JaRd not as evaluation

criteria. In Volume Il,Proposalsshalli ncl ude evi dence demonstratin
capability to carry outhe services regred in this RFP Evidenceshall include either #1 or #2

below:

1. Financial Statements (preferably audited or reviewed by an independent CPA) for the
past three (3) full twelvxenonth periods. Financial Statements are to include, at a
minimum, the balance sheet and income statement for each of the past three (3) full
twelve-month periods.

2. If the past three (3) full twelvmonth periods of Financial Statements (to include at a
minimum the balance sheet and income statement) are not available, Pab@diser
state the specific reason the Financial Statements are nobévaihaishall provide a
|l etter from the Proposero6s bank and/ or C
status/standing with the bank or financial company, such letter must be on
bank/financial company letterhead.

*Proposals that do not contain finandal statements and Proposer does not provide
a specific reason for financial statements being unavailable will not be accepted
and will result in disqualification of the Proposer.

*Letters from Proposers declaring their own financial capability will not be
accepted and will result in disqualification of the Proposer.

*Proposals that do not include the specified financial information detailed above will not be
accepted and will result in disqualification of the Proposer.

*Subcontractors are NOT required to submit financial information. The prime Contractor
assumes all financial responsibility for work performed by its subcontractors.

1.12 Number of Copies of Proposals
The followingshallbe submitted to the RFP Coordinatotte address specified.

Volume Ii Technical and Cost Proposal

1 One(l)ori gi nal, clearly marked AOriginal 6, that
officials or agents duly authorized to sign proposals or contoadiehalf of the organization.
A certified copy of a board resolution granting such authority should be submiBregdser
is a corporation.

10
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1 Eight(8) hard copies

1 One (1) electronic format.¢.,CD, flash drive)
Volume IIT Financial Information

1 One (1) hard copy

Theoriginal proposal with original signatures will be retained for incorporation in anyract
resulting from this RFP.

Volume | Volume I
Hard copy 1 original,8 copies 1 copy
Electronic copy 1 (CD or flash drive) Proposers shouldot submit any
electronic copiesf Volume Il

1.13 Legibility/Clarity

Responses to the requirements of this RFP in the formats requested are desirable with all questions
answered in as much detail as practicable.e Pr oposer 6s response shoul
understanding of the requiremsrroposals prepared simply and economically, providing a
thoroughbust r ai ght f or ward, concise description of t
requirements of the RFP are also desired. Each Proposer shall be solely responsible for the

accuracy and conhgteness of its proposal.

1.14 Confidential Information, Trade Secrets, and Proprietary Information

All financial, statistical, personal, technical and other data and information relating to the State's
operation which are designated confidential by the Stadeneade available to the Contractor in
order to carry out the contract, or which become available to the Contractor in carrying out the
contract, shall be protected by the Contractor from unauthorized use and disclosure through the
observance of the samermore effective procedural requirements as are applicable to the State.

The identification of all such confidential data and information as well as the State's procedural
requirements for protection of such data and information from unauthorized uskselodure

shall be provided by the State in writing to the Contractor. If the methods and procedures employed
by the Contractor for the protection of the Contractor's data and information are deemed by the
State to be adequate for the protection of ta#eS confidential information, such methods and
procedures may be used, with thetten consent of the State, to carry out the intent of this
paragraph. The Contractor shall not be required under the provisions of the paragraph to keep
confidential anydata or information which is or becomes publicly available, is already rightfully

in the Contractor's possession, is independently developed by the Contractor outside the scope of
the contract, or is rightfully obtained from third parties.

Under nocircumstance shall the Contractor discuss and/or release information to the media
concerning this project without prior express written approval of the CPRA.

11
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Only information which is in the nature of legitimate trade secrets epuabhshed financial da

shall be deemed proprietary or confidential. Any material witlfroposal identified as such must
be clearly marked in thBroposal and will be handled in accordance with the Louisiana Public
Records Act, R.S. 44:-44 and applicable rules and regidas. Any Proposal marked as
confidential or proprietary in its entiretiyaybe rejected without further consideration or recourse.

The designation of certain information as trade secrets and/or privileged or confidential
proprietary information shall onlgpply to the teahical portion of the proposarhe cost
proposal will not be considered cordiatial under any circumstana®ny proposal
copyrighted or marked as confidential or proprietary in its entirety may be rejected
without further consideration or recourse.

For the purposes of this procurement, the provisions of the Louisiana Public Records Act
(La. R.S. 44.%t. seq.phall be in effectPursuant to this Act, all proceedings, records,
contracts, and other public documents relating to this procurement shall be open to public
inspection. Proposers are reminded that while trade secrets and other proprietary
information thg submit in conjunction with this procurement may not be subject to public
disclosure, protections must be claimed by the Proposer at the time of submission of its
Technical Proposal. Proposers should refer to the Louisiana Public Records Act for further
clarification.

The Proposer shall clearly designate the part of the proposal that contains a trade secret
and/ or privileged or confidential proprieteée
claim protectionif any, from disclosureThe Proposer shall ank the cover sheet of the

proposal with the following legend, specifying the section(s) of the proposal sought to be
restricted in accordance with the conditions of the legend:

AThe data contained in pages _ of th
confidence and contain trade secrets and/or privileged or confidential
information and such data shall only be disclosed for evaluation purposes,

provided that if a contract is awarded to this Proposer as a result of or in

connection with the submission of tlgsoposal, the State of Louisiana shall

have the right to use or disclose the data therein to the extent provided in the
contract. This restriction does not |
or disclose data obtained from any source, includirgRroposer, without

restrictions. O

Further, to protect such data, each page containing such data shall be specifically
identified and marked ACONFI DENTI ALO.

I f the Proposerds response contains confi de
submit a rdacted copy of their proposal atpwith their original proposalVhen

submitting the redacted copy, the Proposer should clearly mackvke as such

AREDACTED Thé&rBd#obed copy should also state which sectiomgaymation

has been removetdhe Proposer should also submoite (1) electronic redacted copy of its

proposal on a USB flash drivEhe redacted copy of the proposal will be the copy produced by the

State ifacompetinBr oposer or ot her person s eecokfidentialevi ew
data.
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If the Proposer does not submit the redacted copy, it will be assumed that any claim to
keep information confidential is waived.

Proposers must be prepared to defend the reasons why the material should be held
confidential. By submittig a proposal with data, information, or material designated as
containing trade secrets and/or privileged or confidential proprietary information, or

ot herwise designated as fAconfidential 6, t he
(i ncl udi nfges)the $taierandehgldbtize State harmless against all actions or court
proceedings that may ensue which seek to order the State to disclose the information.

The State reserves the right to make any proposal, including proprietary information
containedherein, available to OSP personnel, the Office of the Governor, or other State
Agencies or organizations for the sole purpose of assisting the Stistewaluation of the
proposalThe State shall require said individuals to protect the confideptadlany
specifically identified proprietary information or privileged business information obtained
as a result of their participation in these evaluations.

Additionally, any proposal that fails to follow this section and/or La. R.S. 44I3)¢1)
shallhave failed to properly assert the designation of trade secrets and/or privileged or
confidential proprietary information and the information may be considered public
records.

1.15 Proposal Clarifications Prior to Submittal
1.15.1 Pre-Proposal Conference

A PreProposaConference will be held oBctober 4202, 1:00 p.mi 3:00 p.m.The Pre
Proposal Conference is not mandatory, but prospective Proposetoagly encouraged to
attend.The CPRA intends to present general information, which may be helpful in treeairep
of responses and to offer firms the opportunity to ask questions concerning this RFP.

The PreProposal Conference will be held at:

CPRA Baton Rouge Headquarters
150 Terrace Avenue
Baton Rouge, LA 70802

Although impromptu questions will hgermitted and spontaneous answers will be provided during
the conference, the only official answer or position of the State will be stated in writing in
response to written questions. Therefore, potential Proposers should submit all questions in
writing, per Section 1.15.2 even if an answer has already been given to an oral question.

Firms planning to attend the PiPeoposal Conference should notify the Single Point of Contact
identified in Section 15.2 by email no later tha@:00 p.m. Central Time c8efgember 30202

of the names and titles of thadividuals that will attendAt that time, notice should also be given
of any person with a disability requiring special accommodations for therBpmsal Conference.

1.15.2 Proposer Inquiries

Written questionsagardinghis RFP must be submitted to the REBordinatorand single point
of contact for this procurement ksted below.

Gloria Tigner RFP Coordinator
Coastal Protection & Restoration Authority
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Email: CPRAcontracts@LA.GOV

The State will consider written inquiries and requests for clarification of the content of this RFP
received from potential ProposeY8ritten inquiries must be received by the datel time

specified in the Schedule of Everithie Stateshall reserve the right to modify the RFP should a
change be identified that is in the best interest of the State.

Official responses to all questions submitted by potential Proposers will be posted by the date
specified in the Schedule of Events at
https://wwwcfprd.doa.louisiana.gov/osp/lapac/pubMain.afd

https://coastal.la.gov/resmes/fpsrsigscontracts/contraciandgrants/

Only the RFP Coordinator or herdesigiee s t he aut hority to official
questions on behalf of the Stafery communications from any other individuals shall not be
binding to theState.

Note: LaPAC is the Stateds online electronic bi
Office of State Procurement websitep://www.doa.la.gov/Pages/osp/Index.admthatLaPAC

provides an immediatermail notification to subscribing Bidders/Proposers that a solicitation and

any subsequent addenda have been let and posted, notice and receipt tbemeafased formally

given as of their respective dates of posting. To reciig email notification, Vendors/Proposers

must register in the LaGov portal. Registration is intuitive at the following link:
https://lagoverpvendor.doa.louisiana.gov/irj/portal/anonymous?guest_user=self reg

Help scripts are available on OSP website under vendor center at:
http://www.doa.la.gov/Pas/osp/vendorcenter/regnhelp/index.aspx

1.15.3 Blackout Period

The blackout period is a specified period of time during a competitive sealed procurement process

in which any Proposer, bidder, or its agent or representative, is prohibited from communicating

with any state employee or contractor of the State involved in any step in the procurement process
about the affected procuremeihe blackout period applies not only to state employees, but also

to any contractor of t he Spracessincludes buvnay notbene nt 0 |
limited to project management, design, development, implementation, procurement management,
development of specifications, and evaluation of proposals for a particular procurglnent.

solicitations for competitive sealgdocurements will identify a designated contact person, as per
Proposer Inquiries section of this RFP. All communications to and from potential Proposers,

bidders, vendors and/or their representatives during the blackout period must be in accordance
withthi s sol i citationbés defined method of communi
blackout period will begin upon posting of the solicitatibhe blackout period will end when the

contract is awarded.

In thoseinstancesn which a prospective Pposer is also an incumbent contractor, the State and

the incumbent contractor may contact each other with respect to the existing contratinaiay.

no circumstances may the State and the incumbent contractor and/or its representative(s) discuss
the blakedout procurement.

Any bidder, Proposer, or state contractor who violates the blackout period may be liable to the
State in damages and/or subject to any other remedy allowed by law.

Any costs associated with cancellation or termination will be thensdgility of the Proposer or
bidder.

Notwithstanding the foregoing, the blackout period shall not apply to:
1 A protest to a solicitation submitted pursuant to La. R.S. 39:1671;
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9 Duly noticed site visits and/or conferences for bidders or Proposers;
1 Oral pregntations during the evaluation proGessd

1 Communications regarding a particular solicitation with the RFP Coordinator listed in the
RFP of the procuring agency provided the communication is limited strictly to matters of
procedure. Procedural matterslirde deadlines for decisions or submission of proposals
and the proper means of communicating regarding the procurement, but shall not include
any substantive matter related to the particular procurement or requirements of the RFP.

1.16 Error sand Omissions inProposal

The State will not be liable for any errors in the proposélge State reserves the right to seek

clarification of any proposal for the purpose of identifying and eliminating minor irregularities or
informalities.

1.17 Changes, Addenda, Withdrawals

The State reserves the right to changettfeedule ofEvents or revise any part of the RFP by
issuing an addendum to the RFP at any time. Addenda, if any, will be posted at
https:/wwwcfprd.doa.louisiana.gov/osp/lapac/pubMain.end
http://coastal.la.gov/resources/rsgscontracts/contractand-grants/

It shall be the responsibility of éhProposer to check the website for addenda to the RFP.

1.18 Withdrawal of Proposal

A Proposer may withdraw a proposal that has been submitted at any time up to el debe
the proposal is dud.o withdraw a proposal, a written request signed by the dnétb
representative of the Proposer must be submitted to theCB&ifdinator identified in the RFP.

1.19 Waiver of Administrative Informalities

The State shall reserve the right, at its sole discretion, to waive minor administrative informalities
contained irany proposal.

1.20 Proposal Rejection/RFP Cancellation

Issuance of this RFP in no way shall constitute a commitment by the State to award a ddwract.
State shall reserve the right to accept or reject, in whole or part, all proposals submitted and/or
cancet hi s RFP if it is determined to be in the

1.21 Ownership of Proposal

All materials submitted in response to this RFP shall become the property of th&&&tdon or
rejection of a proposal shall not affect this right.

1.22 Cost of Offer Preparation

The State shall not be liable for any costs incurreBroposes prior to issuance of or entering

into a contractCosts associated with developing the proposal, preparing for oral presentations,
and any other expenses incurred by the Proposesponding to this RFP shall be entirely the
responsibility of the Proposer and shall not be reimbursed in any manner by the State.
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1.23 Taxes

TheContractor shall be responsible for payment of all applicable taxes from the funds to be
received under cordct awarded from this RFP.

In accordance with R.S. 39:1624(&.0), the Louisiana Department of Revenue must determine

that the prospective contractor is current in the filing of all applicable tax returns and reports and in
payment of all taxes, interegtenalties, and fees owed to the state and collected by the Department
of Revenue prior to the approval oettontract by the Office of State Procurement. The

prospective contractor shall attest to its current and/or prospective compliance by tsigning
Attachment I:Certification Statement submitted with its proposal, and also agrees to provide its
severdi git LDR Account Number to the contracting
tax payment compliance status may be verified. The prospectnteactor further acknowledges
understanding that issuance of a tax clearance certificate by the Louisiana Department of Revenue
is a necessary precondition to the approval and effectivenessaafttnact by the Office of State
Procurement. The contrang agency reserves the right to withdraw its consentetodhtract

without penalty and proceed with alternate arrangements should the vendor fail to resolve any
identified apparent outstanding tax compliance discrepancies with the Louisiana Depafitment o
Revenue within seven (7) days of such notification.

1.24 Determination of Responsibility

Determination of théroposed s responsi bility relating to this
standards set forth IDAC 34:1505 The State must find that the sektProposer

9 Has adequate financial resources for performance, or has the ability to obtain such resources
as required during performance;

9 Has the necessary experience, organization, technical qualifications, skills, and facilities, or
has the ability to lotain them;

1 Is able to comply with the proposed or required time of delivery or performance schedule;
1 Has a satisfactory record of integrity, judgment, and performance; and

1 Is otherwise qualified and eligible to receive an award under applicable laws and
regulations.

Proposers should ensure that their proposal cattarequested and requinedormation for the
State to make its determination by presenting acceptable evidence of the above to perform the
contracted services.

1.25 Use of Subcontractors

The State shall have a single pri@entractoras the result of any contract negotiation, and that
prime Contractorshall be responsible for all deliverables specified in the RFPapdsal. This
general requirement notwithstandifypposes may entemito subcontractor arrangements
however theyshall acknowledge in their proposal total responsibility for the entire contract.

If the Proposer intends to subcontract for portions of the work, the Proposer shall identify in the
Proposal any subcontract@lationships and include specific designations of the tasks to be
performed by the subcontractor. Information required of the Proposer under the terms of this RFP
shall also be required for each subcontractor if requested by theT8imfarime Contractoshall

be the single point of contact for all subcontract work.

16



CPRARFP 3000019948
Implementation and Support
Services for RIM System

Unless provided for in the contract with the State, the pGowtractorshall not contract with any
other party for any of the services herein contracted without the express prior wiitevchpf
the State.

1.26 Written or Oral Discussions/Presentations

The State, at its sole discretion, may require all Proposers reasonably susceptible of being selected
for the award to provide dbral Presentation of how they propose to meetAlgee ncy dasn pr o g
objectiveslf Oral Presentations are requested by CPRA, detailed information and requirements

for presentations will be provided to the contact person for each of the invited Proposers.
Commitments made by the Proposer at®ha&l Presentation, if anywill be considered binding.

1.27 Acceptance of Proposal Content

All proposals will be reviewed to determine compliance with administrative and mandatory
requirements as specified in the RPRoposals that are not in compliance will be rejected from
further onsideration.

1.28 Evaluation and Selection

The evaluation of proposals will be accomplished by a Proposal Review Committee to be
designated by the CPRA, which will determine the proposal most advantageous to the CPRA,
taking into consideration price and ther evaluation factors set forth in the RFP. Pheposal
Review Committeenay consult subject matter expert(s) to serve in an advisory capacity regarding
anyProposer or proposabuch input may include, but not be limited to, analysis of Proposer
finandal statements, review of technical requirements, or preparation of cost score data.

1.29 Best and Final Offers (BAFO)

The State reserves the right to conduct a BAFO with one or more Proposers identified by the
Proposal Review Committde be reasonably suscépé of being selected for an awatf.
conducted, the Proposers selected will receive written notification of their selection, a list of
specific items to address in the BAFO, and instructions for subniittalBAFO negotiation may
be used to assist tigtate in clarifying the scope of work or to obtain the naosteffective

pricing available.

The written invitation to participate in BAFO will not obligate thteto a commitment to enter
into a contract.
1.30 Contract Award, Negotiation,and Execution

Contract award and execution are contingent upon the selected Proposer and CPRA reaching an
agreeable contract.

The State reserves the right to enter into a contract based on the initial offers received without
further discussion of the proposals submitfgte State reserves the right to contract for all or a
partial list of services offered in theoposals.

The RFP, including any addenda added, and the selected proposal shall become part of the contract
initiated by the State.

The selected Proposer dhag expected to enter into a contract that is substantwlgame as
Attachment Ill:Sample ContracA Proposer shall not submit its own standard contract terms and
conditions as a response to this RFFRe Proposer should submit in its proposal atoeptions or
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contract deviations that its firm wishes to negotilltegotiations may coincide with the
announcement of the selected Proposer.

The State reserves the right to negotiate a reductitretBequiredCost Schedule@Vorksheet 3

Cost Proposal @nmary ofAttachment 1) and th&equired Rate Schedule hourly rates

(Worksheetd in Attachment 11) with any Proposer selected by the Proposal Review Committee
forcontracawar d. The Proposer wil/ receitounegtiste i tten 1
submittedcosts and hourlyates.The final negotiated o st s on t he Proposer s C
Summaryandhour |y rates on the Proposerb6s Required [
maximum amount allowed.he subcontractors will also adhere to timalfnegotiateatosts and

hourly rates of the Proposer for the full term of the contract.

If the contract negotiation period exce@@business days, or if the selected Proposer fails to sign
the final contract withir80 business days of delivery, the ®tanay elect to cancel the award and
award the contract to the neéxighestranked Proposer.

1.31 Notice of Intent to Award

TheProposal Review Committeshall compile the scores and make a recommendation to the head
of theAgency on the basis of thesponsive antesponsibldProposemwith the highest score.

The State will notify the successful Proposer and proceed to negotiate terms for final contract.
UnsuccessfuProposes will be notified in writing accordingly.

The proposals received (except for that information appropriately designated as confidential in
accordance with R.S. 44.1 et seq), scores of each proposal considered along with a summary of

scores, and a narrative justifying selection shall be made deailgdmn request, to all interested
parties after the ANotice of Intent to Awardo |

Any person aggrieved by the proposed award has the right to submit a protest in writing to the
Chief Procurement Officewithin 14 calendar days aftehe Agency issues a Notice of Intent to
award a contract.

The award of a contract shall be subject to the approval of the Division of Administration, Office
of State Procurement.

1.32 Right to Prohibit Award

In accordance with the provisions of R.S. 39:218®/ public entity shall be authorized to reject a
proposal from, or not award a contract to, a business in which any individual with an ownership
interest of five percent or more, has been convicted of, or has entered a plea of guilty or nolo
contenderdo any state felony or equivalent federal felony crime committed in the solicitation or
execution of a contract or RFP awarded under the laws governing public contracts under the
provisions of Chapter 10 of Title 38 of the Louisiana Revised Statutes 0f 488 all contracts
under Title 39, Chapter 17 of the Louisiana Procurement Code, including contracts for
professional, personal, consulting, and social services.

1.33 Insurance Requirements for Contractors

Insurance shall be placed with insurerswithan M st 6 s r ati ngVloThs no | ess
rating requirement shal/l be waived for Worker 6:
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1.33.1 Contractor's Insurance

The Contractor shall not commence work untiertContract until he has obtainadl insurance

required hereinCertificates of Insurance, fully executed by officers of the Insurance Company
written or countersigned by an authorized Louisiana State agency, shall be filed withi¢hef St
Louisiana for approvallhe Contractor shall not allow any subcontractoraimmence work on
his’hersubcontract until all similar insurance required for the subcontraatobéen obtained and
approvedIf so requested, the Contractor shall also submit copies of insurance policies for
inspection and approval of the State of Lana before work is commenceshid policies shall

not hereafter be canceled, permitted to expire, or be changed without 30 days' notice in advance to
the State of Louisiana and consented to by the State of Louisiana in writing and the policies shall
SO povide.

1.33.2 Minimum Scope and Limits of Insurance
1.33.2.1Workers Compensation

Before any work is commenced, the Contractor shall maintain during the life of the contract,

Workersd Compensation I nsurance fdatthesitelof of t he
theproject.In case any work is sublet, the Contractor shall require the subcontractor similarly to
provide Workersod6 Compensation Insurance for all

are covered by the proteati afforded by the Contractdn ca® any class of employees engaged
in work under the contract at the site of the
Compensation Statute, the Contractor shall provide for any such employees, and shall further
provide or cause any and all subcontvacts t o provi de Empl oyer dés Liab
protection of such employees not protected by

1.33.2.2Commercial General Liability

The Contractor shall maintain during the life of the Contract such Commercial GeneratyLiabil
Insurance which shall protect him, the State, and any subcontractor during the performance of
work covered by the contract from claims or damages for personal injury, including accidental
death, as well as for claims for property damages, which msg faom operations under the
Contract, whether such operations be by himself or by a subcontractor, or by anyone directly or
indirectly employed by either of them, or in such a manner as to impose liability to the State. Such
insurance shall name the &as additional insured for claims arising from or as the result of the
operations of the Contractor or fiersubcontractordn the absence of specific
regulations/provisions, the amount of coverage shall be as follows: Commercial General Liability
Insurance, including bodily injury, property damage and contractual liability, with combined
single limits of no less than $1,000,000.

1.33.2.3Professional Liability (Errors and Omissions)

Professional Liability (Error & Omissions) insurance, which coverptb&essional errors, acts, or
omissions of the Contractor, shall have a minimum limit of $1,000,000. Glaadg coverage is
acceptable. The date of the inception of the policy must be no later than the first date of the
anticipated work under gtontract It shall provide coverage for the duration af tlontract and
shall have an expiration date no earlier ttrarty (30) days after the anticipated completion of the
contract. The policy shall provide an extended reporting period of not lesthittgisix (36)

months from the expiration date of the policy, if the policy is not renewed.

1.33.2.4Cyber Liability

Cyber liability insurance, including firgtarty costs, due to an electronic breach that compromises
the Stateds conf i dent miader occarrerewe #1/0@0J000CIdnasv e a mi n
made coverage is acceptable. The date of the inception of the policy must be no later than the first
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date of the anticipated work undeettontract. It shall provide coverage for the duration ef th
contract and sdil have an expiration date no earlier than 30 days after the anticipated completion
of the contract. The policy shall provide an extended reporting period of not less than 36 months
from the expiration date of the policy, if the policy is not renewed.pbiiey shall not be

cancelled for any reason, except fpayment of premium.

1.33.2.5Licensed and NonLicensed Motor Vehicles

The Contractor shall maintain during the life of the Contract, Business Automobile Liability
Insurance in an amount not less than conmbaiegle limits of $1,000,000 per occurrence for

bodily injury/property damagé&uch insurance shall cover the use of anylicemsed motor

vehicles engaged in operations within the terms of the Contract on the site of the work to be
performed thereundeunless such coverage is included in insurance elsewhere spegifgdd.
insurance shall name the State as additional insured for claims arising from or as the result of the
operations of the Contractor or his/her subcontractor.

1.3326Subcontractords I nsurance

The Contractor shall require that any and all subcontractors, which are not protected under the
Contractorés own insurance policies, take and
same amounts as required of the Contractor.

1.33.2.7Acceptability of Insurers

All required insurance shall be provided by a company or companies lawfully authorized to do
business in the jurisdiction in which the Project is located. Insurance shall be placed with insurers
with an A.M. Best's rating of AVI or higher. This ratig requirement may be waived for

w o r k @mperisation coverage only.

If at any time an insurer issuing any such policy does not meet the minimum A.M. Best rating,
the Contractor shall obtain a policy with an insurer that meets the A.M. Best ratingadind sh
submit another Certificate of Insurance wittirty (30) days.

1.33.2.8Verification of Coverage

The Contractor shall furnish the Agency with Certificates of Insurance reflecting proof of
required coverage. The Certificates for each insurance policy aresignieel by a person

authorized by that insurer to bind coverage on its behalf. The Certificates are to be received and
approved by the Agency before work commences and upon any contract renewal or insurance
policy renewal thereafter.

Upon failure of the Catractor to furnish, deliver and maintain required insurance, the contract, at
the election of the Agency, may be suspended, discontinued or terminated. Failure of the
Contractor to purchase and/or maintain any required insurance shall not relieve thetGont

from any liability or indemnification under the contract.

1.34 Duty To Defend

Upon notice of any claim, demand, suit, or cause of action against the State, alleged to arise out

of or be related tthe Contract, Contractor shall investigate, handle,oadgo, provide defense

for, and defend at its sole expense, even if the claim, demand, suit, or cause of action is

groundless, false, or fraudulent. The State may, but is not required to, consult with or assist the
Contractor, but this assistance shalnoa f f e c t the Contractords obl ic
responsibilities under this section. Contracto
entering into any settlement or dismissal.
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1.35 Liability and Indemnification
1.35.1 Contractor Liability

Contractor shall be liable without limitation to the State for any and all injury, death, damage,

loss, destruction, damages, costs, fines, penalties, judgments, forfeitures, assessments, expenses
(including attorney fees), obligations, and other lialetitof every name and description, which

may occur or in any way arise out of any act or omission of Contractor, its owners, agents,
employees, partners or subcontractors.

1.35.2 Force Majeure

It is understood and agreed that neither party can foresee the ésgaesyond the control of

each party which arise by reason of an Act of God or force majeure; therefore, neither party shall
be liable for any delay or failure in performance beyond its control resulting from an Act of God
or force majeure. The State shdditermine whether a delay or failure results from an Act of God

or force majeure based on its review of all facts and circumstances. The parties shall use
reasonable efforts, including but not limited to, use of continuation of operations plans (COOP),
business continuity plans, and disaster recovery plans, to eliminate or minimize the effect of such
events upon the performance of their respective duties timel€ontract.

1.35.3 Indemnification

Contractorshall fully indemnify and hold harmless the Statehwiit limitation, for any and all

injury, death, damage, loss, destruction, damages, costs, fines, penalties, judgments, forfeitures,
assessments, expenses (including attorney fees), obligations, and other liabilities of every name

and description, which ngaoccur or in any way arise out of any act or omission of Contractor, its

owners, agents, employees, partners or subcontractors. The Contractor shall not indemnify for the
portion of any |l oss or damage arising from the

1.35.4 Int ellectual Property Indemnification

Contractor shall fully indemnify and hold harmless the State, without limitation, from and against
damages, costs, fines, penalties, judgments, forfeitures, assessments, expenses (including attorney
fees), obligations, ahother liabilities in any action for infringement of any intellectual property

right, including but not limited to, trademark, tragkecret, copyright, and patent rights.

When a dispute or claim arises relative to a real or anticipated infringeme@gritractor, at its
sole expense, shall submit information and documentation, including formal patent attorney
opinions, as required by the State.

If the use of the product, material, service, or any component thereof is enjoined for any reason or
if the Contractor believes that it may be enjoined, Contractor, while ensuring appropriate
migration and implementation, data integrity, and minimal delays of performance, shall at its sole
expense and in the following order of precedence: (i) obtain for thetlS¢atight to continue

using such product, material, service, or component thereof; (ii) modify the product, material,
service, or component thereof so that it becomes dnfionging product, material, or service of

at least equal quality and performan(ig) replace the product, material, service, or component
thereof so that it becomes a rHoifringing product, material, or service of at least equal quality

and performance; or, (iv) provide the State monetary compensation for all payments made under
the Contract related to the infringing product, material, service, or component, plus for all costs
incurred to procure and implement a finfringing product, material, or service of at least equal
guality and performance. Until this obligation has bedisfe&d, the Contractor remains in

default.
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The Contractor shall not be obligated to indemnify that portion of a claim or dispute based upon

the Statebds unauthorized: i) modification or a
the produt, material or service in combination with other products not furnished by Contractor;

or, iii) use of the product, material or service in other than the specified operating conditions and
environment.

1.35.5 Limitations of Liability

For all claims against thed@tractor not governed by any other provision of this Section,
regardless of the basis on which the claim is made, the Contractor's liability for direct damages
shall be limited to two times the maximum dollar amount of the Contract.

The Contractor shallat be liable for incidental, indirect, special, or consequential damages,
unless otherwise specifically enumerated herein, or in a resulting task order or purchase order
mutually agreed upon between the parties. In no circumstance shall the State lberliable
incidental, indirect, special, or consequential damages; lost profits; lost revenue; or lost
institutional operating savings.

1.35.6 Other Remedies

If the Contractor fails to perform in accordance with the terms and conditidns @bntract, or

if any lienor claim for damages, penalties, costs and the like is asserted by or against the State,
then, upon natice to the Contractor, the State may pursue all remedies available to it at law or
equity, including retaining monies from amounts due the Contractiopr@ceeding against any
surety of the Contractor.

1.36 Payment
Payment terms shall be negotiated with the successful Proposer

Payments are predicated upon successful completion and written approval by the State of the
described tasks and deliverablepesrided in the issued Task Order. Payments will be made to
the Contractor after written acceptance by the State of the task and approval of an invoice.
Payment will be made only on approval of the Contract Monitor or his designee.

During the execution dhsks contained in tHecope of Sope of Workthe Contractor shall

submit monthly invoices for actual costs incurred in accordance with the final negatiated
schedulelnvoices along with supporting documentation, detailing the fees charged and llowab
costs to be reimbursed as set forth inSepe of Sope of Workand Contract shall be based

upon actual costs incurred and shall be submitted monthly with progress reports.

Compensation to the Contractor for services rendered in connection withaskcOrder shall
be based on negotiated wdriurs using the negotiated rate schedule describ®edtion 1.30
for the actual work performed on the Task Order.

The final invoice shall be submitted witH3® days following expiration of the Contract.
Contractor will not be paid more than the maximum amount of the Contract.
1.36.1 Electronic Vendor Payment Solutions

The State desires to make payment to the awarded Proposer(s) electronically. The method of

payment may be via EFT, a method in which paymentissergdit | y from t he St at e
payeeds b a attachmdni/ldoaadditiormlenéormation regarding electronic payment

methods and registration.
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1.37 Termination
1.37.1 Termination of the Contract for Cause

State may terminate @éfContract for cause bag@pon the failure of the Contractor to comply

with the terms and/or conditions of the Contract; provided the State shall give the Contractor
written notice spec.i ffwyithimtgirty(30)eale@darmays adter teceiptd s f a i
of such notte, the Contractor shall not have either corrected such failure or, in the case of failure
which cannot be corrected in thirty (30) calendar days, begun in good faith to correct said failure

and thereafter proceeded diligently to complete such correttiemthe State may, at its option,

place the Contractor in default and the Contract shall terminate on the date specified in such

notice. Failure to perform within the time agreed upon in the contract may constitute default and

may cause cancellation ofetitontract.

Contractor may exercise any rights available to it under Louisiana law to terminate for cause

upon the failure of the State to comply with the terms and conditions ocbfitract provided that

the Contractor shall give the State written nospecifyingthdgency 6 s f ai l ure and
opportunity for the State to cure the defect.

1.37.2 Termination of the Contract for Convenience

The State may terminate the Contract at any time without penalty by giving thirty (30) calendar
days 6 wreitathe €ontrantar bfisuch termination or negotiating with the Contractor an
effective dateContractor shall be entitled to payment for deliverables in progress, to the extent
work has been performed satisfactarily

1.37.3 Termination for Non-Appropriation of Funds

The continuation of thcontract shall be contingent upon the appropriation of funds by the
legislature to fulfill the requirements of the contract by the legislalfuttee legislature fails to
appropriate sufficient monies to provide for the amndition of the contract, or if such

appropriation is reduced by the veto of the Governor or by any means provided in the
appropriations act of Title 39 of the Louisiana Revised Statutes of 1950 to prevent the total
appropriation for the year from exceedimyenues for that year, or for any other lawful purpose,
and the effect of such reduction is to provide insufficient monies for the continuation of the
contract, the contract shall terminate on the date of the beginning of the first fiscal year for which
funds have not been appropriated.

1.38 Assignment

No Contractorshall assign any interest inethontract by assignment, transfer, or novation,
without prior written consent of the Staféhis provision shall not be construed to prohibit the
Contractorfrom asggning to a bank, trust company, or other financial institution any money due
or to become due from approved contracts without such prior written coNsg¢ine of any such
assignment or transfer shall be furnished promptly to the State.

1.39 Right to Audit

The State Legislative Auditor, internal auditors of the Division of Administration, agency
auditors, and if applicable, federal auditors shall be entitled to audit the books and records of a
Contractor or any subcontractor under any contract or subconttacdter extent that such books

and records relate to the performance of such contract or subcontract. Such books and records
shall be maintained by tt@ontractor for a period of five (5) years from the date of final payment
under the prime contract ang the subcontractor for a period of five (5) years from the date of
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final payment under the subcontract unless a longer period of time is required in accordance with
other applicable state or federal law.

1.40 Civil Rights Compliance

The Contractoragrees to able by the requirements of the following as applicable: Title VI of the
Civil Rights Act of 1964 and Title VIl of the Civil Rights Act of 1964, as amended by the Equal
Employment Opportunity Act of 1972, Federal Executive Order 11246 as amended, the
Rehabiitation Act of 1973, as amended, the Vietham Era Veteran's Readjugissstiance Act

of 1974, Title IX of the Education Amendments of 1972, the Age Discrimination Act of 1975, the
Fair Housing Act of 1968 as amended, &uhtractoragrees to abide byeatrequirements of the
Americans with Disabilities Act of 1990.

Contractor agrees not to discriminate in its employmegttices anevill render services under
the contract without regard to race, color, religion, sex, sexual orientation, national eeigiran
status, political affiliation, disability, or age in any matter relating to employment. Any act of
discrimination committed by Contractor, or failure to comply with these statutory obligations
when applicable shall be grounds for termination efctimtract.

1.41 Record Ownership

All records, reports, documents, or other material related to any contract resulting from this RFP

and/or obtained or prepared by the Contractor in connection with the performance of the services
contracted for herein shddecome the property of the State and shall, upon request, be returned

by the Contractor to the State, at the Contrac
contract

1.42 Entire Agreement/ Order of Precedence

This RFP, any addenda, the awarded cohtend the proposal submitted by the Contractor in
response to the Stateds RFP, including any exh
shall constitute the entire agreement between the parties with respect to the subject matter.

In the evat of any inconsistent or incompatible provisions, the sigedract(excluding the
RFP and the Contractorés proposal) shall take
and then by the terms of the Contractorés prop

1.43 Contract Modifications

No amendment or variation of the terms @ ¢ontract shall be valid unless made in writing,
signed by the parties and approved as required byNawral understanding or agreemant
incorporated in the contract shall be binding on drithe parties.

1.44 Substitution of Personnel

The Contractor's personnel assigned &Qbntract shall not be replaced without the prior written
consent of the Stat&uch consent shall not be unreasonably withheld or delayed provided an
equally qualified re@cement is offeredn the event that any State or Contractor personnel

become unavailable due to resignation, illness, or other factors, excluding assignment to a project
outside tle contract, outside of the State's or Contractor's reasonable contra, @se may be,

the State or the Contractor shall be responsible for providing an equally qualified replacement in
time to avoid delays in completing task&ie Contractomwill make every reasonable attempt to

assign the personnel listediia proposal.
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1.45 Governing Law

The contract shall be governed by and interpreted in accordance with the ldesState of
Louisiana.Venue of any action brought with regard te tlontract shall be in thidineteenth
Judicial District Court, Parish of East Baton Rougetesof Louisiana.

1.46 Claims or Controversies

Any claim or controversy arising out of the contract shall be resolved by the provisions of
Louisiana Revised Statutes 39:1672672.4.

1.47 Code of Ethics

Proposers shall be responsible for determining that thelrbevilo conflict or violation of the
Louisiana Ethics Code if their company is awarded the coniraetLouisiana Board of Ethics
shall be the only entity which can officially rule on ethics issues.

1.48 Corporate Requirements

If the Contractolis a corporatio not incorporated under the laws of the State of Louisiana, the
Contractorshall have obtained a certificate of authority pursuant to R. S. :3(BDfrom the

Loui si anads Sfdhe Conttactatisya foepfofit Sotparatien.whose stock isto

publicly traded, th&ontractorshall ensure that a disclosure of ownership form has been properly
filed with the Louisianabdés Secretary of State.

1.49 Prohibition of Discriminatory Boycotts of Israel

By submitting a response to this solicitation, the biddétroposer certifies and agrees that the
following information is correcttn preparing its response, the Proposer has considered all
proposals submitted frogualified, potential subcontractorscasuppliers, and has not, in the
solicitation, selection, or commercial treatment of any subcontractor or supplier, refused to
transact or terminated business activities, or taken other actions intended to limit commercial
relations, with a person or entithat is engaging in commercial transactions in Israel or Israel
controlled territories, with the specific intent to accomplish a boycott or divestment of Israel.
Proposer also has not retaliated against any person or other entity for reporting sa¢h refu
termination, or commercially limiting actions. The State reserves the right to reject the response
of theProposeif this certification is subsequently determined to be false, and to ternaimate
contract awarded based on such a false response.

1.50 Secuity

Contractor shal/l adhere to the Statebds | nfor ma
https://www.doa.la.gov/media/wvmhsrlr/louisiana_infosecpolicy.pdf
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1.50.1 Cybersecurity Training

lInaccordance with La. R.S. 42:1267(B)(3) and th
Policy, if the Contractor, any of its employees, agents, or subcontractors will have access to State
government information t ec hneslagegty oraubcorgractors t he
with such access must complete cybersecurity training annually, and the Contractor must present
evidence of such compliance annually and upon request. The Contractor may use the

cybersecurity training course offered by the istaana Department of State Civil Service without

additional cost.

For purposes of this Section, faccess to State
the possession of credentials, equipment, or authorization to access the internal workiatgs of S
information technology systems or networks. Examples would include but not be limited to State

i ssued | aptops, VPN credentials to access the
telecommunications closets or systems, or permissions to masntaindify IT systems used by

the State. Final determination of scope inclusions or exclusions relative to access to State

government information technology assets will be made by the Office of Technology Services.
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PART 2: SCOPE OF WORK

2.1  Project Overview

The CPRAiIntends to implemerd records management and document imaging (RIM) system

which utilizess he | BM Fi |l eNet content management sol ut
Enterprise Architecture (EAY-heRIM solution will address th&g e n ¢ y 6 smacagemeneé n t

busines needs, including (but not limited to):

1 Document capture;

Indexing;

Viewing;

Robust search and retrieval;
Workflow and electronic approvals;

Versioning; and

= =4 -4 a4 A -2

Compliance with federal arfstaterecords retention requirements.

2.2  Scope ofwWork
2.2.1 Task Order No. 1: System Implementation

This task order commences on the project start date and includes the following services at a
minimum:

9 Project ganningand starup activities(including updating Project Work Plan as necessary)
Projectmanagement

Hardwareseledion andinstallationrecommendations

Applicationinstallation (including databagfeapplicablé;

Applicationsetup and configuratign

Development of enterprisadexingstrategy

Automated conversion of selected documents and recoiidsamad in the Universal

Content Management System (UCM)webbased progrardeveloped by OracléJCM

was created by The Department of Natural Resources (DNR) atildl ieing maintained
today.The information is input by DNR employees and can be aeddsy the public to
search for scanned documents such as, but not limited to, contractgnaenés, grants, and
invoices.When the Office of Coastal Restoration, now known as the CPRA, was under
DNR, all contract documents were uploaded into UCM, todeelaa n fiel ectronic f
s y s t WhaewCPRA left DNR, DNR still performed some duties for CPRA aGiU
management was one of théiwihen the CPRA went live on the LaGov financial system,
DNR was still inputting CPRA documents into MICAs CPRAbecameamore comfortable
using the LaGov system and DNR stopped providing services to CPRA, CPRA stopped
inputting documents into UCM and strictly used LaGov. However, the data still remains in
UCM and a few emplgees still have access to UCIVhere have been insteas in which
CPRA staff have had to pull old data from UCM for records requests, and to provide
docunentation to Federal Sponsovghen converting to the neRIM System) these
documents will need to be converted from UCM and uploaded RIMeystem
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1 Automated interface developmefypplication Programming Interfac&Pl) for LaGovERP
SystemandCoastal Information Management SystdDiMS);

System ¢sting

Business process change

Formschanges andesign (if applicable)
Reports

Training (system andend-usel);
Systemacceptancéeesting

Transition to full operationg3o-Live cut-over),

Post Gelive support and

= =4 =4 -4 A4 -4 -8 -2 -2

Backup andecovery
2.2.1.1 Project Management

The Contractor shall provide efficient management throughout the term of the contract to ensure
the successful completion of assigned projects. The duties and responsibilities for project
management shall continue throughout the term of the contracte3dwerces and methodology

for projectmanagement activities shall be the responsibility of the Contractor.

Project management shall include, but not be limited to, the following activities:
(1) SupervisionoftheC o nt r persormel;6 s
(2) Contractadministration:

(@) Invoicing;

(b) Changego thecontract;

(c) Resolvingdisputesbetweerthe Contractor andCPRA and

(d) Complianceby the Contractowith all contract clauseandconditions;

(3) Working with theAgencyto propose and implement changes to Contractor fumsthat
will optimize resources and bring about cost savings for the State of Louisiana;

(4) Scheduling meetings and training sessions;
(5) Recordkeeping;

(6) Preparation and submission of submittals and deliverables, including but not limited to the
following:

(@) Project Management Work Plaamnd
(b) Monthly Progress Reporting

(7) Assi gnment of a Project Manager, as |isted
Contractor's organizatn and to manage the projethe Agencyreserves the right to approve
the personssigned as Project Manager.
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The Contractor's Project Manager shall be responsible for onsite project monitoring and
compliance. The Contract oCPRA sPrPajog cetc t Mavraangaegre
informed of the project status through written monthlygoess reports and informal

communication.

The Contractor shall provide the following project management functimigding but not
limited to:

(1) Performance of dayo-day project management using the best management practices for all
tasks and activitiesecessary to complete the statement of wankt,

(2) Development and implementation, wilgencyapproval, of procedures for Issue Control to
monitor the identification and resolution of key project issues and problems

2.2.1.2 Progress Reporting

The Contractor shall prepare and submittoAbencvdo s Pr oj ect Manager a Mon
Report describing all work completed during the preceding month, the status of the work in

progress, and any problems encountered. The Monthly Progress Repdié givallided within

two weeks of the end of the preceding month. Reports for multiple activities may begsther

but shall be separable for filing and payment purposes. This report shall include:

(1) The Contractordés name, Cantdr &@stsqgr @sn dP 1t dijee mta mde
(2) TheAgencos LaGov number and project title;
(3) The dates of the reporting period; and

(4) A description of the progress made during the previous month for each activity, including
problems experienced, requests of approved chamggersonnel, and the effect of the
problems/changes on the due date of deliverables. (If progress payments will be requested
during the performance offaaskOrder, the information in the Monthly Progress Report shall
clearly suppor t stfohpaymé€n forthe eocespondidgbillingeeriade

The Monthly Progress Report shall be signed by
this report may be determined by the Contractor; howeveAdkacyreserves the right to
require formatevisions.

2.2.2 Task Order No. 2 Imaging Operations

This task order commences once RiM is in production useThe Contractor shall coordinate all
aspects of the Imaging Operations function. The Contrabadiprovide project management
supportfor ImagingOperations using oegite personnel, as well as skilled personnel to
accomplish the tasks listed below. In addition, the Contratiaiprovide sufficient training to
enable selected staff to assume the Contractor's responsibilities in a smoothrirahsitiats
contract ends.

Typicalimagingactivities may include, but are not limited to:
1 Preparing documenfor scanning;
Processing nompaper media;
Inputting indexing data;

1
1
1 Performing quality control and quality assurance on images and indexed data;
1 Converting electronic documentsnd

1

Converting documents for one time import
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Imagingservices shall be accomplished within a two (2) business day turnaround time from

document receipt to image committal. At the discretion ofXRRA6 s Pr oj ecis Manager ,
turnaround time can be increased for all or particular types of documents, if and when process
improvements are made that require additional turnaround time. In addition, it is expected that a

small number of documents will be received by Imaging Oeratach week that require
imaging/scanning upon receipt. The Contractor shall process these documents upon receipt.

Though no break in imaging service shall be permitted, it is understood that in the event of an
unusually high volume, this turnaround émay be extended with prior approval from the

CPRA The Contractor may also be asked to search and retrieve doctinamgay have been

imaged withintwenty-four (24) hours, as needed.

The Contractor shall scan, image, import amtkk all documents acately. Audits maybe

conducted by thA&gency. In the event it is determined that document images or indexes are

incorrect or that images are of poor qualihe Agencyshallrequire the Contractor to provide

appropriate corrective action. If it deemechecessary by thagency, the Contractoshallaudit

the work undertaken during the month in question and report the findings@PB® s Pr oj ect
Manager. The Contractshallwork with theCPRAA s Pr oj ect Manager to ens
are correctedni a timely manner. Corrective actishallbegin immediately after the errcase

discovered. If the errors cannot be corrected witihie(1) business day, the Contracstrall

provide a written explanation as to the length of time it will take to make corrections. The
Contractorshallprovide daily updates as to the progress of the corrective action.

The Contractor shall provide technical supgortimagingOperations for theutation of the
contract

Imaging Operationshall includeall aspects of the active and inactive records management. The
Contractor shall provide personnel capable of managing this function, performing document
searches required for fulfilment of thgercyd s Publ i ¢ Records Requests
customer service to internal and external customers.

Typical active records activities may include, but are not limited to:
9 Providing research assistance in the area of records management policy;

1 Implementing begpractices to ensure the accuracy of metadata and protection of
confidential, private, or security sensitive records or information;

1 Working with CPRA legal staff and subject matter experts in coordinating all Public
Records Requests and performing the-degtay tasks involved with responding to requests;

and

1 Providing transportation as needed for records andfsrort € per sonnel bet wee
headquarters in Baton Rouge, their Regional Offices and State Archives eneedad
basis.

Typical inacti\e records activities magclude,but arenot limited to:

1 Working with CPRA legal and division leadership, and Records Management Team in
developing and implementing retention policeexl procedures;

1 Developing and implementing retention schedules faagdhcyrecords, regardless of
format;

9 Developingan acceptable approaahd associated procedufesdisposing of agency
recordghat have reached the end of their retention pereghrdless of format;

1 Facilitating disposal of records that have readhed retention period once approved for
disposal by CPRA and State Archives;
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1 EducatingCPRAstaff on retention policies;

1 Advising on storage formats and locations, and disposition options, that meet requirements
in a cost efficient manngr

9 Maintaining irventories of inactive records, both onsite and offsite, and ensuring adequate
access to recordand

1 Providing transportation as needed for records andfsrort e per sonnel bet wee
headquarters in Baton Rouge, tHeegional Offices antate Achives on an aseeded
basis.

Throughout the contract, the Contractor shall maintain an awareness of fed&Stdtatavs
pertaining to records management, as well as ISO 15489 and relevant records management
standards, and shall propose improvemesqgsired of the current records management program

to support it in a compliant manner. The Contractor shall perform work as necessary to maintain
compliance with federal and state law as well as records management standards.

2.2.3 Other Activities

If requestedand approved by thi&gency, some activitiesinderthe contract could be initiated as
additional work to monitor contract activities and to ensure accountability for records
management services that do not fall under services specifically outlined itatieism@ént of
Work. Thiswork shall be assigned to the Contractor byAencythroughTask Ordes issued
according to the following procedure:

(1) The Agencywill issue a writtenTask Ordersigned by theAgencyd s Pr oj ec't Manag
designated representative) describing the required tasks, deliverables, and due dates. Each
Task Ordemay include multiple tasks. Multipleask Ordes may be in progress at the same
time; however, the Contractor shall, both in repay and billing, segregate activities and
charges on @ask Ordebasis.

(2) The Contractor will review th€ask Ordeand submit a written response to Agencywithin
a specified number of dayiscluding:

(a) The name(s) of the individual(s) assigned toThsek Orderonly personnel included in
the Contractorés accepted proposal are eli

(b) An estimate of the level of effort necessary (i.e., the number of work hours and the total
estimated cost for completion of thask Ordey. The cost estimate sh#le based on the
Required Rate Schedule as negotiated and included in the final contract between CPRA
and the Contractor.

(3) TheAgencywi || review the Contractordés response,
as necessargndnegotiate the levaif effort proposed as necessary. Acceptance or rejection
of the Contractords response wil/| be provide

(4) Upon receipt of written acceptance of the cost estimate, the Contractor shall proceed with the
tasks as assigned in thask Ordeand provieé all submittals and deliverables to thgency
within the established time limits. It is the responsibility of the Contractor to plan and organize
its time efficiently in order to meet thagency deadlines and provide a complete set of
deliverables for ezh Task Order Any additional work and/or costs not addressed i tsk
Ordershall be approved by th&gencyprior to the Contractor performing the work and/or
incurring additional costs.

(5) The Agency will review the Task Ordersubmittals and deliverablesequire revision as
necessary, and, upon approval, send to the Contractor written acceptance of the work
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performed.

(6) Upon receipt of thé\gencyd s wr i tt en acceptance of the work
invoice (with supporting documentatioagcording tathe proceduresiefinedin thecontract.
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PART 3: EVALUATION

3.1

Proposals that pass the preliminary screening and mandatory requirements review will be
evaluated based on information provided in the propdsa .evaluation will be conducted
according to the following.

TheProposal Review Committeell evaluate and score the proposals using the criteria and
scoring as follows:

EVALUATION CRITERIA MAXIMUM SCORE
TECHNICAL :
COMPANY BACKGROUND AND EXPERIENCE 15
PROPOSED STAFF QUALIFICATIONS 18
APPROACH AND M ETHODOLOGY 30
HUDSON/VETERAN SMALL ENTREPRENEURSHIP PROGRAM 12

1 UP TO10POINTS AVAILABLE FOR HUDSON-
CERTIFIED PROPOSERS

T UP TO12POINTS AVAILABLE FOR VETERAN-
CERTIFIED PROPOSERS

1 IF NOVETERAN-CERTIFIEDPROPOSERSTHOSE TWO
POINTS ARE NOT AWARILED.

CosT o5

TOTAL MAXIMUM SCORE 100

The proposal will be evaluated in light of the material and the substantiating evidence presented
to the State, not on the basis of what may be inferred.

Proposer mugieceive a minimum score ofL% points (50%) of the total available points in the
technical categories of Company Background and Experience, Proposed Staff Qualifiaatons,
Approach and Methodology be cosidered responsive to the RFRoposals notmeeting the
minimum score shall be rejected and not proceed to further evaluation on Cost or
Hudson/Veteran Program.

Proposalsneeing the minimum score for the technical categories will be combined with the Cost
and Hudson/Veteran Program to determineotierall score.

The Proposer with the highest overall score will be recommended for award.

Cost Evaluation

For cost evaluation purposelse total project cost as depicted/iforksheeB 1 Cost Proposal
Summary ofAttachment Il:Required Cost Schedulesll be usedto calculate the cost points to

be receivedThis schedule summarizes the total services and other costs for the contract period
(FY23-25).

The Proposer with the lowessttal cost (LTC)will receive 25 pointsAll other proposals will be
allocated cost pointsy multiplying the maximum possible points (25) by a fraction that consists
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of the lowestotal cost proposdLTC) as numerator andthi®e o p o s e r 0 Iseing evaluatéd c o0 s t
(PTC) as the denominator.

CCS = (LTC/PTC x 25)

Where: CCS = @mputed cost score (points) for Proposer being evaluated
LTC = Lowesttotal cost proposal
PTC=Total costof Proposer being evaluated

Proposers who fail to complete a Worksheet 8 Cost Proposal Summary as described in
this RFP will resultinthe CPRA being unable to score the Prop
Proposer will be considered nonresponsive and disqualified.

3.2 Veteran-Owned and ServiceConnected Disabled VeterarOwned Small
Entrepreneurships (Veteran Initiative) and Louisiana Initiative for Small
Entrepreneurships (Hudson Initiative) Programs Participation
A. 12%of the total evaluation points in this RFP are reserved for Proposers who are certified small
entrepreneurships, or who will engage the participation of one or more certified small

entepreneurships as subcontractoReserved points shall be added to the applicable
Proposersd evaluation score as foll ows:

B. Proposer Status and Allotment of Reserved Points

i. Ifthe Proposer is a certified Veterans Initiative small entrepreneurship, the Proposer shall
receive points equal th2%of the total evaluation points in this RFP.

ii. If the Proposer is a certified Hudson Initiative small entrepreneurship, the Propoker shal
receive points equal th0%of the total evaluation points in this RFP.

iii. If the Proposer demonstrates its intent to use certified small entrepreneurship(s) in the
performance of contract work resulting from this solicitation, the Proposer shall receive
points equal to the net percentage of contract work which is projected to be performed
by or through certified small entrepreneurship subcontractors, multiplied by the
appropriate number of evaluation points.

iv.  The total number of points awarded pursuanhi® $ection shatot exceed 12%f the
total number of evaluation points in this RFP.

If the Proposer is a certified Veterans Initiative or Hudson Initiative small entrepreneurship, the
Proposer must note this in its proposal in order to receive tharflnt of applicable reserved
points.

If the Proposer is not a certified small entrepreneurship, but has engaged one (1) or more Veterans
Initiative or Hudson Initiative certified small entrepreneurship(s) to participate as subcontractors,
the Proposer shiaprovide the following information for each certified small entrepreneurship
subcontractor in order to obtain any applicable Veterans Initiative or Hudson Initiative points:

i Subcontractoro6s name;

i. Subcontractor 6s Vet er an Bative ceitificatieat i ve and/ or
iii. A detailed description of the work to be performed; and
iv.  The anticipated dollar value of the subcontract for2tfseyear contract term.

Note’ it is not mandatory to have a Veterans Initiative or Hudson Initiative certified small

ertrepreneurship subcontractor. However, it is mandatory to include this information in order
to receive any allotted points when applicable.

34



CPRARFP 3000019948
Implementation and Support
Services for RIM System

If multiple Veterans Initiative or Hudson Initiative subcontractors will be used, the above required
information should be listed for each subcontractor. The Proposer should provide a sufficiently
detail ed

descri pt i wark, so theAgeacyis able 1o beteomineé if thecetiso r 6 s
duplication or

overl ap, or i f t he subcontractoc
each other subcontractor(s).
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PART 4. PERFORMANCE STANDARDS

4.1 Performance Requirements

As required by Pa@, Scope ofWork.

4.2  Performance Measurement/Evaluation/Monitoring Plan

The performance of the contract will be measured by the State Project Manager, authorized on
behalf of the State, to evaluatetbent r act or 6 s per f or maBmpofagai nst

Work.
The submission of satisfactory Monthlyoitoring Reports is require®erformance measures
forthecontract shall include Contractorés timely

performance of any work product being sought and providedigh this agreement, consistent
with the provisions, goals and objectivafghe contract.

4.3  Veteran and Hudson Initiative Programs Reporting Requirements

During the term of the contract and at expiration, the Contractor will be required to report
VeteranOwned and Serviec€onnected Disabled Veter&@wned and Hudson Initiative small
entrepreneurship subcontractor participation and the dollar amount of each.

If a contract is awarded to a Proposer who proposed a good faith subcontracting plaimghe
Agency, the Louisiana Department of Economic Development (LED), or the Office of State
Procurement (OSP) may audit Contractor to determine whether Contractor has complied in good
faith with its subcontracting plahe Contractor must be able to pravislipporting

documentation (i.e., phone logs, fax transmittals, letterais) to demonstrate its good faith
sulrontracting plan was followedf.it is determined at any time by thésingAgency, LED, or

the OSP Director that the Contractor did not ict fserform in good faith its subcontracting plan,

the contract award or the existing contract may be terminated.
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ATTACHMENT I: CERTIFICATION STATEMENT

The undersigned hereby acknowledges she/he has read and understands all requirements and
specification®f the Request for Proposals (RFP), including attachments.

OFFICIAL CONTACT. The State requests that the Proposer designate one person to receive
all documents and the method in which the documents are best delivered. The Proposer should
identify the Coact name and fill in the information below: (Print Clearly)

Official Contact Name:

E-mail Address:

Phone Number with area ( )
code:

US Mail Address:

Proposer shall certify that the above information is true and shall grant permission to the
State or Agencies to contact thabovenamedperson or otherwise verify the information
provided.

By its submission of this proposal and authorized signature belowroposer shall certify
that:

1. The information contained in its response to this RFP is accurate;

2. Proposer shall comply with each of the mandatory requirements listed in the RFP and will meet or
exceed the functional and technical requirements spedtifezdin;

3. Proposer shall accept the procedures, evaluation criteria, mandatory contract terms and conditions, and
all other administrative requirements set forth in this RFP.

4. Proposer's quote shall be valid for at ld&€icalendar days from the date obposal's signature below;

5. Proposer understands that if selected as the successful Proposer, he/she thillthd2€) business
days from the date of delivery of final contract in which to complete contract negotiations, if any, and
execute the final caract document.

6. Proposer shall certify, by signing and submitting a proposal for $25,000 or more, that their company,
any subcontractors, or principals are not suspended or debarred by the General Services Administration
(GSA) in accordance with the raggments ir2 CFR 8200 Subpart HA list of parties who have been
suspended or debarred can be viewed via the interngpat//www.sam.goy

7. Proposer understands that, if selected &omtractor, the Louisiana Deggment of Revenue must
determine that it is current in the filing of all applicable tax returns and reports and in payment of all
taxes, interest, penalties, and fees owed to the state and collected by the LDR. Proposer shall comply
with R.S. 39:1624(A(10) by providing its sevedigit LDR account number in order for tax payment
compliance status to be verified.

8. Proposer further acknowledges its understanding that issuance of a tax clearance certificate by LDR is
a necessary precondition to the approviahmy contract by the Office of State Procurement. The
contracting agency reserves the right to withdraw its consent to any contract without penalty and
proceed with alternate arrangements, should a prospective contractor fail to resolve any identified
outstanding tax compliance discrepancies with the LDR within seven (7) days of such natification.
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9. Proposer certifies and agrees that the following information is correct: In preparing its response, the
Proposer has considered all proposals submitted frorifigdapotential subcontractors and suppliers,
and has not, in the solicitation, selection, or commercial treatment of any subcontractor or supplier,
refused to transact or terminated business activities, or taken other actions intended to limit commercial
relations, with a person or entity that is engaging in commercial transactions in Israel or Israeli
controlled territories, with the specific intent to accomplish a boycott or divestment of Israel. Proposer
also has not retaliated against any person leerogntity for reporting such refusal, termination, or
commercially limiting actions. The State reserves the right to reject the responserofibeser if this
certification is subsequently determined to be false and to terminate any contract awaedeonbas
such a false response.

10. Proposer certifies that the cost submitted was independently arrived at without collusion.

Signature of
Proposer or
Authorized
Representative

Typed or Printed
Name:

Date:

Title:

Company Name:

Address:

City: State: Zip:
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REQUIRED COST SCHEDULES

This attachment includes the various cost schedules that are required to be submitted with each proposal
Instructions for completing eaetorksheet are provided Bection 1.9B: Cost Proposal.
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Worksheet 1A T Consulting Services by Position FY 2023

Implementation Month Number

Work On or FY 2023 Total FY 2022 Total

Staffing Category OFF Site Hourly Rate  Jan-23 Feb-23 Mar-23 Apr-23 Mayg-23 Jun-23 Hours Cost

Fosition Mame
Fosition Mame
Pozition Mame
Fosition Mame
Fosition Mame
Pozition Mame
FPoszition Mame
Fosition Mame
Fosition Mame
Pozition Mame
Fosition Mame
Fosition Mame
Pozition Mame
FPoszition Mame
Fosition Mame
Poszition Mame
Pozition Mame
Fosition Mame
Fosition Mame
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[Summary Presentation])

=]
=)
=)
=)
=)
=
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=
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Implementation Month Number 11 12 14 15 16 17 18 19 20

Work On or
Off Site

Staffing Category

Hourly Rate Jul-23 Aug-23 Sep-23 Oct-23 Nov-23 Dec-23 Jan-24 Feb-24 Mar-24 Apr-24 May-24

CPRARFP 3000019948
Implementation and Support
Services for RIM System

FY 2024 Total
Hours

FY 2024 Total
Cost

Position Name

Position Name

Position Name

Position Name

Position Name

Position Name

Position Name

1
2
3
4
5 |Position Name
6
7
8
9

Position Name

10 |Position Name

11 |Position Name

12 |Position Name

13 |Position Name

14 |Position Name

15 |Position Name

16 |Position Name

17 |Position Name

18 Position Name

19 |Position Name

L 3 3 0 0 0 O R O I I 2 o K e G R A

20 _|Position Name

n|o|a|e|e|e|e|e|lo|o|ole|e|e|e|a|la|olel|e

Totals

O |olololololololololololololololololololo
O |olololololololololololololololololo]o]o
O lolololololololololololololololololololo
© lolololololololololololololololololololo
© lolololololololololololololololololololo
O |olololololololololololololololololololo
O |olololololololololololololololololololo
O lolololololololololololololololololololo
O lololololololololololololololololo]o]o]o
© lolololololololololololololololololololo
© lololololololololololololololololololofo

(Summary Presentation)

© lololololololololololololololololololo]o

© lolololololololololololololololololololo
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Worksheet 1C T Consulting Services by Position FY 2025

Implementation Month Number 23 24 26 27 28 Pl 30 31

WorkOnor oy Rate Jul-24 Aug-24 Sep-24 Oct-24 Nov-24  Dec-24 Jan-25 Feb-25 Mar-25  Apr-25 (2025 Total [T AR VG Grand Total Ceendyietd
Off Site Hours Cost Hours Cost

Staffing Category

1 Position Name $ 0) 0) 0} 0| of 0) of 0} 0) of 0| 0| 0 $ 0 $ -
2 |Position Name $ 0] of 0l 0| of 0] of 0l 0] ol 0l 0| 0 $ 0$ -
3 |Position Name 0] of 0l ol ol 0] of 0] 0] ol 0| 0| 0 $ 0] -
4 Position Name 0) 0) 0] 0| 0f 0) 0f 0] 0) 0f 0| 0| os - 0) -
5 Position Name 0) 0) 0] 0| 0f 0) 0f 0} 0) 0f 0| 0| 0$ - 0) -
6 Position Name 0) 0) 0} 0| 0f 0) 0f 0} 0) 0f 0| 0| 0 $ - 0) -
7 |Position Name $ 0] of 0l ol o 0] of ol 0] of 0| 0| 0 $ 0 $ -
8 |Position Name $ 0] of 0] ol ol 0] of 0] 0] ol 0l ol 0 $ 0] -
9 |Position Name 0] of 0] 0| of 0] of 0} 0] o 0| 0| 0| 0] -
10 _|Position Name 0) 0) 0} 0| 0f 0) 0f 0} 0) 0f 0| 0| 0| - 0) -
11 _|Position Name 0) 0) 0} 0| 0f 0) 0f 0} 0) 0f 0| Y 0| 0) -
12 |Position Name 0) 0) o) 0| of 0) of 0} 0) of 0| Y 0| 0) -
13 |Position Name 0] of 0] 0| o 0] of 0] 0] ol 0| ol 0 $ 0] -
14 |Position Name 0] of 0] ol ol 0] of 0} 0] ol 0| 0| 0 s - 0] -
15 _|Position Name 0) 0) 0] 0| 0f 0) of 0} 0) 0f 0| Y 0$ - 0) -
16 |Position Name 0) 0) 0} 0| of 0) of 0} 0) 0f 0| 0| 0 $ 0) -
17 _|Position Name $ 0] 0) 0] 0] 0) 0] 0) 0] 0] 0) 0] 0] s o $ -
18 |Position Name $ 0] of 0] 0| ol 0] o 0] 0] ol 0| 0| 0 $ 0$ -
19 |Position Name $ 0] of 0] ol ol 0] of 0} 0] o 0| ol 0 $ - o$ -
20 _|Position Name $ 0) 0) o) 0| 0f 0) 0f 0} 0) 0f 0| Y 0$ - 0$ -
Totals
(Summary Presentation) 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Worksheet21 Other Cost Components

Other Cost Components

Description of Cost Component

Comment/Basis for Cost Components

FY2023

FY2024

CPRARFP 3000019948
Implementation and Support
Services for RIM System

FY2025 Total

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

O N|O |0~ |WIN |-

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

Description of Cost Component

Total, Other Cost Components

R R R Lo e R R R Roe Lo R R Koo Lo R

AP |P PP |P PP |R PR |R R |R R

R R R R R Kol Kol Kol Kol Ko Rl Rl R R o2l

'
H AR o |R |0 |0 ||| |e |||
'

Columns and rows may be added as required.
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Worksheet31 Cost Proposal Summary

Cost Category FY2023 FY2024 FY2025 Total

Consulting Services Cost
(Worksheets IA - IC)) $ - |8 - |8 - |s -

Other Cost Components
(Worksheet 2) $ ) $ ) $ ) $ ’

Grand Total, All Costs $ - $

Proposers who fail to complete a Worksheet 8 Cost Proposal Summary as described in this RFP will result in the CPRA
beingunabl e to score the Proposeroés Cost Proposal; the Proposer wi
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9 Forinformational purposes and future contract negotiations.

CPRARFP 3000019948

Implementation and Support

Project Role On-Site Rate = Off-Site Rate
Position Name BIXXX.XX] BXXX.XX]
Position Name BXXX.XX] PIXXX.XX]
Position Name $XXX.XX] PIXXX.XX]
Position Name $IXXX.XX] PIXXX.XX]
Position Name $XXX.XX] PIXXX.XX]
Position Name $IXXX.XX] FIXXX.XX]
Position Name $XXX.XX] HIXXX.XX]
Position Name $XXX.XX] $IXXX.XX]
Position Name B[XXX.XX] B[XXX.XX]
Position Name BXXX.XX] $[XXX.XX]
Position Name B[XXX.XX] B[XXX.XX]
Position Name B[XXX.XX] $[XXX.XX]
Position Name B[XXX.XX] $[XXX.XX]
Position Name $[XXX.XX] $[XXX.XX]
Position Name $[XXX.XX] B[XXX.XX]
Position Name FIXXX.XX] BIXXX.XX]
Position Name BIXXX.XX] BIXXX.XX]
Position Name FIXXX.XX] BIXXX.XX]
Position Name $IXXX.XX] $IXXX.XX]
Position Name $IXXX.XX] $IXXX.XX]
Position Name FIXXX.XX] BIXXX.XX]
Position Name BIXXX.XX] BXXX.XX]
Position Name BIXXX.XX] BXXX.XX]
Position Name BXXX.XX] BXXX.XX]
Position Name BXXX.XX] PIXXX.XX]
Position Name $IXXX.XX] PIXXX.XX]

On-Site rate- must be alkinclusive of travel and other expenserelated to performing the Scope of Work
Off-site rateT for remote consultant work, includesall expenses related to the performance of the Scope of Work,
but does not include travel expenses.

Note: The Proposer shall provide one hourly rate (a numerical value) for each of the staff positionsquired to fully
deliver the services requested in the Scepf Work. Proposers may add any additionatows as necessary.

Services for RIM System
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ATTACHMENT Ill: SAMPLE CONTRACT
STATE OF LOUISIANA
CONTRACT FOR CONSULTING SERVICES

THIS CONTRACT is made and entered into by and betwi#enCoastal Protection and Restoration

Authority , State of Loui siana (hereinaf CGNTRAETORE t i mes
<ADDRESS>( hereinafter referred to as fiContractoro),
terms and conditions:

1. SCOPE OF SOFTWARE AND SERVICES

Contractor shall provide the necessary personnel, materials, services and facilities to perform the
work as set forth in the RFP (Appendix A) and the Proposal (Appendix B), attached hereto and
made a part hereof.

2. GOAL

The goal of this contract is to provide 8@ RAwith afully integratedrecords management and
document imaging system (RIMplutionfor addressing current and future records and documents,
and to provide the necessapyoject management, installation, implementation and training
services anaperational services f@acanning/imaging support for the nd¥M systemwhile
complying with fedeal andStatelaw and applicable standards regarding records managemment
retention

3. OBJECTIVES

The objectives to be achieved through this contract include: (1) providing for the centralized
organization, indexing, storage and bagk of CPRA recors, documents and other data; (2)

support theAgencyd s transition to a paperless environm
search and retrieval; (4) enhance document security; (5) provide document version control; (6)
support electronic routing and appal of certain documents across tgency, (7) eliminate the

paper documents currently stored acrossiipencyso the 1st floor file roomand other areasan

be repurposed for additional offices and/or cubicles; (8) comply with federal, state angl agenc
records retention requirements; and (9) integrat®thesystemwith other major agency systems

(e.g., LaGov Financial System and Coastal Information Management System) as necessary

4. PERFORMANCE MEASURES

The performance of the Contract will be measured by the State Contract Monitor, authorized on

behalf of t he Stat e, to evaluate t h&cogemmntract
Work.

46



10.

CPRARFP 3000019948
Implementation and Support
Services for RIM System

The submission of satisfactory Monttonitoring Reportss required Performance measures for
this Contract shall include Contractoros ti
performance of any work product being sought and provided through this agreement, consistent
with the provisions, goals andjebtives of this Contract.

TERM OF CONTRACT
This Contract shall begin alanuary 1, 202&nd shall terminate ajune 30, 2025.

CONTRACT MONITOR

<NAME> of CPRA, or hitherdesignee, will act as the Contract Monitor (hereinafter sometimes
referred to as "Contract Monitor") for this project, to provide liaison between Contractor and
CPRA.

DELIVERABLES

The Contract will be considered complete when Contractodélagered,and State has accepted

all deliverables specified in tHgcope of Software and Servicdhe Contractor shall provide to

the State the items specified in Appendices A (RFP) and B (Proposal) as products of the services
rendered under this contract.

COMPENSATION AND MAXIMUM AMOUNT OF CONTRACT

In consideration of the services described above, CPRA hereby agrees to pay theoCaentrac
maximum fee of <amount=Payments are predicated upon successful completion of the services
described in Scope of Work amdceptance of deliverables described in negotiated task orders;
receipt of an invoice; and written approval of the Contract Monitor

NOTICE TO PROCEED

Work will be tasked under an executed contract signed by duly authorized representatives of both
parties that has been approved by the Division of Administration, Office of State
Procurement.Contractor shall proceed with work upon receipt of a written Notice to Proceed
whi ch outlines t he task(s)/ services tfay be
compensation.

PAYMENT TERMS

Payment terms shall be negotiated with the successful Proposer(s).

Payments are predicated upon successful completion and written approval by the State of the
described tasks and deliverables as provided in Appendiaad B. Payments will be made to the
Contractor after written acceptance by the State of the task and approval of an invoice. Payment
will be made only on approval of the Contract Monitor ortfeésdesignee.
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During the execution of tasks contained in 8w®pe olWork the Contractor may submit monthly
invoices for actual costs incurred. Invoices along with supporting documentation, detailing the fees
charged and allowable costs to be reimbursed as set forth in Appendices A and B shall be based
upon actuatosts incurred and shall be submitted monthly with progress reports (Appendix C).

Compensation to the Contractor for services rendered in connection with each Task Order shall be
based on negotiated wohlours using the negotiated rate schedule for theabatork performed
on the Task Order.

The final invoice shall be submitted within thirty (30) days following expiration of the Contract.
Contractor will not be paid more than the maximum amount of the Contract.

This Contract is subject to and conditiongzbn the availability and appropriation of funds. No
authority exists for payments which exceed the maximum Contract amount except through written
amendment prior to the expiration date of the Contract.

SUBSTITUTION OF KEY PERSONNEL

The Contractor'sgrsonnel assigned to this Contract shall not be replaced without thevptien

consent of the Stat&uch consent shall not be unreasonably withheld or delayed provided an
equally qualified replacement is offered. In the event that any State or Gonpxsonnel become
unavailable due to resignation, iliness, or other factors, excluding assignment to project outside this
contract, outside of the State's or Contractor's reasonable control, as the case may be, the State or
the Contractor, shall be resgsible for providing an equally qualified replacement in time to avoid
delays in completing tasks. ThHeontractorwill make every reasonable attempt to assign the
personnel listed itheir proposal.

DUTY TO DEFEND

Upon notice of any claim, demand, tswir cause of action against the State, alleged to arise out of

or be related to this Contract, Contractor shall investigate, handle, respond to, provide defense for,
and defend at its sole expense, even if the claim, demand, suit, or cause of actandiess,

false, or fraudulenfThe State may, but is not required to, consult with or assist the Contractor, but

this assistance shalll not af fect t he Contractoc

section. Contractor shall obtainthe 8t ed6s wr i tten consent before
dismissal.

INDEMNIFICATION AND LIMITATION OF LIABILITY
A. CONTRACTOR LIABILITY

Contractor shall be liable without limitation to the State for any and all injury, death, damage,

loss, destruction, damages, costs, fines, penalties, judgments, forfeitures, assessments, expenses
(including attorney fees), obligations, and other lialetitof every name and description, which

may occur or in any way arise out of any act or omission of Contractor, its owners, agents,
employees, partners or subcontractors.
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B. FORCE MAJEURE

It is understood and agreed that neither party can foresee the ésgaesyond the control of

each party which arise by reason of an Act of God or force majeure; therefore, neither party shall
be liable for any delay or failure in performance beyond its control resulting from an Act of God
or force majeure. The State shdditermine whether a delay or failure results from an Act of God

or force majeure based on its review of all facts and circumstances. The parties shall use
reasonable efforts, including but not limited to, use of continuation of operations plans (COOP),
business continuity plans, and disaster recovery plans, to eliminate or minimize the effect of such
events upon the performance of their respective duties under this Contract.

C. INDEMNIFICATION

Contractor shall fully indemnify and hold harmless the Staitbowt limitation, for any and all

injury, death, damage, loss, destruction, damages, costs, fines, penalties, judgments, forfeitures,
assessments, expenses (including attorney fees), obligations, and other liabilities of every name
and description, whichhay occur or in any way arise out of any act or omission of Contractor, its
owners, agents, employees, partners or subcontractors. The Contractor shall not indemnify for the

portion of any | oss or damage arising from the

D. INTELLECTUAL PROPERTY INDEMNIFICATION

Contractor shall fully indemnify and hold harmless the State, without limitation, from and against
damages, costs, fines, penalties, judgments, forfeitures, assessments, expenses (including attorney
fees), obligation, and other liabilities in any action for infringement of any intellectual property
right, including but not limited to, trademark, tragkecret, copyright, and patent rights.

When a dispute or claim arises relative to a real or anticipated infringeihme@ontractor, at its
sole expense, shall submit information and documentation, including formal patent attorney
opinions, as required by the State.

If the use of the product, material, service, or any component thereof is enjoined for any reason or
if the Contractor believes that it may be enjoined, Contractor, while ensuring appropriate
migration and implementation, data integrity, and minimal delays of performance, shall at its sole
expense and in the following order of precedence: (i) obtain f@tdte the right to continue

using such product, material, service, or component thereof; (ii) modify the product, material,
service, or component thereof so that it becomes dnfionging product, material, or service of

at least equal quality and penfagince; (iii) replace the product, material, service, or component
thereof so that it becomes a rAoifringing product, material, or service of at least equal quality

and performance; or, (iv) provide the State monetary compensation for all payments dexde un
the Contract related to the infringing product, material, service, or component, plus for all costs
incurred to procure and implement a finfringing product, material, or service of at least equal
guality and performance. Until this obligation hagmeatisfied, the Contractor remains in

default.

The Contractor shall not be obligated to indemnify that portion of a claim or dispute based upon
the Stateds wunauthorized: i) modification or
the poduct, material or service in combination with other products not furnished by Contractor;
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or, iii) use of the product, material or service in other than the specified operating conditions and
environment.

E. LIMITATIONS OF LIABILITY

For all claimsagainst the Contractor not governed by any other provision of this Section,
regardless of the basis on which the claim is made, the Contractor's liability for direct damages
shall be limited to two times the maximum dollar amount of the Contract.

The Contactor shall not be liable for incidental, indirect, special, or consequential damages,
unless otherwise specifically enumerated herein, or in a resulting task order or purchase order
mutually agreed upon between the parties. In no circumstance shakthd&tiable for

incidental, indirect, special, or consequential damages; lost profits; lost revenue; or lost
institutional operating savings.

F. OTHER REMEDIES

If the Contractor fails to perform in accordance with the terms and conditions of thiscGamntra

if any lien or claim for damages, penalties, costs and the like is asserted by or against the State,
then, upon natice to the Contractor, the State may pursue all remedies available to it at law or
equity, including retaining monies from amounts theeContractor and proceeding against any
surety of the Contractor.

INSURANCE
Il nsurance shal/l be placed with insWwWhers with a
This rating requirement shall be waived for Wo

Contractor's Insurance: The Contractor shall not commence work under this Contract until he
has obtainedll insurance required herei@ertificates of Insurance, fully executed by officers of

the Insurance Company written or countersigned by an autbidringsiana State agency, shall be

filed with the Sate of Louisiana for approvalhe Contractor shall not allow any subcontractor to
commence work on hiser subcontract until all similar insurance required for the subcontractor
has been obtainedhd appoved. If so requested, the Contractor shall also submit copies of
insurance policies for inspection and approval of the State of Louisiana before work is commenced.
Said policies shall not hereafter be canceled, permitted to expire, or be changedthiitty(30)

days' notice in advance to the State of Louisiana and consented to by the State of Louisiana in
writing and the policies shall so provide.

Compensation Insurance:Before any work is commenced, the Contractor shall maintain during
thelfeofhe Contract, Wor kersd6 Compensation Insur a
employed at the site of the projedh case any work is sublet, the Contractor shall require the
subcontractor similarly to pr owihdee |Vddrtkeerossé eCGmp
unless such employees are covered by the protection afforded by the Contractor. In case any class

of employees engaged in work under the Contract at the site of the project is not protected under
the Wor ker so6 Co hefentractartshalbprnovide fomahyisucle employees, and shall
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further provide or cause any and all subcontra
the protection of such employees not protected

Commercial General Liability Insurance: The Contractor shall maintain during the life of the
Contract such Commercial General Liability Insurance which shall protect him, the State, and any
subcontractor during the performance of work covered by the Contract frions dedamages for
personal injury, including accidental death, as well as for claims for property damages, which may
arise from operations under the Contract, whether such operations be by himself or by a
subcontractor, or by anyone directly or indireaiyployed by either of them, or in such a manner

as toimpose liability to the StateSuch insurance shall name the State as additional insured for
claims arising from or as the result of the operations of the Contractortorisisbcontractordn

the absence of specific regulations/provisions, the amount of coverage shall be as follows:
Commercial General Liability Insurance, including bodily injury, property damage and contractual
liability, with combined single limits of no less than $1,000,0

Professional Liability (Errors & Omissions)

Professional Liability (Error & Omissions) insurance, which covers the professional errors, acts, or
omissions of the Contractor, shall have a minimum limit of $1,000,000. Glaade coverage is
acceptableThe date of the inception of the policy must be no later than the first date of the
anticipated work under the contract. It shall provide coverage for the duration of the contract and
shall have an expiration date no earlier than 30 days after the aeticijoenpletion of the contract.

The policy shall provide an extended reporting period of not less than 36 months from the expiration
date of the policy, if the policy is not renewed.

Cyber Liability

Cyber liability insurance, including firgiarty costs, de to an electronic breach that compromises

the Stateds confidenti al dat a $1/0@0J0A0Cldinassv e a mi
made coverage is acceptable. The date of the inception of the policy must be no later than the first
date of the antipated work under thcontract. It shall provide coverage for the duration ef th

contract and shall have an expiration date no earlier than 30 days after the anticipated completion
of the contract. The policy shall provide an extended reporting periaat ¢éss than 36 months

from the expiration date of the policy, if the policy is not renewed. The policy shall not be

cancelled for any reason, except fparyment of premium.

Licensed and NonLicensed Motor Vehicles:The Contractor shall maintain durirgtlife of the
Contract, Business Automobile Liability Insurance in an amount not less than combined single
limits of $1,000,000 per occurrence for bodily injury/property damage. Such insurance shall cover
the use of any nelicensed motor vehicles engagedperations within the terms of the Contract

on the site of the work to be performed thereunder, unless such coverage is included in insurance
elsewhere specified. Such insurance shall name the State as additional insured for claims arising
from or as e result of the operations of the Contractor athkissubcontractors.
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Subcontr act o The Contraoter shallaregaire that any and all subcontractors, which
are not protected under the Contr acancaobtlee own i
same nature and in the same amounts as required of the Contractor.

CLAIMS FOR LIENS

The Contractor shall be solely liable for and shall hold CPRA harmless from any and all claims or
liens for labor, services or material furnished to thet@ator in connection with the performance
of its obligations under this Contract.

TAXES

Contractor hereby agrees that the responsibility for payment of taxes from the funds thus received
under this Contract and/or legislative appropriation shaCleent r act or 6 s obl i gati o
under Federal Tax Identification Number and the Louisiana Department of Revenue
Account Number

In accordance with R.S. 39:1624(AL0), the Louisiana Department of Revenue must determine
that the progective Contractor is current in the filing of all applicable tax returns and reports and
in payment of all taxes, interest, penalties, and fees owed to the state and collected by the
Department of Revenue prior to the approval of this Contract by theeQifiState Procurement.

The prospective Contractor hereby attests to its current and/or prospectiphbance an@grees

to provide its sevedigit LDR Account Number to the contracting agency so that the prospective
Contractor 6s t axtatpsanaybe wetifiedc Thenprdspective Centrastor further
acknowledges understanding that issuance of a tax clearance certificate by the Louisiana
Department of Revenue is a necessary precondition to the approval and effectiveness of this
Contract by the @ice of State Procurement. The contracting agency reserves the right to withdraw
its consent to this Contract without penalty and proceed with alternate arrangements should the
vendor fail to resolve any identified apparent outstanding tax compliancepiiscies with the
Louisiana Department of Revenue within seven (7) days of such notification.

COST RECORDS

CPRA, through the Legislative Auditor of the State of Louisiana and/or the Office of the Governor,
Division of Administration Auditors shall bentitled to audit the books, documents, papers and
records of the Contractor and any subcontractors which are reasonably related to the Contract.

The Contractor and its subcontractors shall maintain all books, documents, papers, accounting
records and o#ir evidence pertaining to costs incurred and shall make such materials available at

their respective offices at all reasonable times during the Contract period and for five (5) years from

date of final payment under this Contract, for inspection by CPRgislative Auditor and/or the

Office of the Governor, Division of Administration auditors, and/or to the extent applicable any
Federal entity with oversight over the funds paid to Contractor, including without limitation, the
Inspector General and/orthelgi sl ati ve Auditor, the United St
Of fice of Inspector Gener al (Treasury Ol G), th
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of Inspector General (DOI OIG), the Government Accountability Office (GAO) and the Gudf Coa
Ecosystem Restoration Council (RESTORE Council) established under the Resources and
Ecosystems Sustainability, Tourist Opportunities, and Revived Economies of the Gulf Coast States
Act of 2012 (RESTORE Act), Public Law 11121, Sec. 1601608, 126 Stat88 (Jul. 6, 2012),
codified at 33 U.S.C. 1321(t), as applicable, and copies of thereof shall be furnished if requested.

OWNERSHIP

All records, reports, documents, and other material delivered or transmitted to Contractor by CPRA
shallremainthepmper ty of the State, and shall be retur
expense, at termination or expiration of this Contract. All records, reports, documents, or other
material related to this Contract and/or obtained or prepared by Contractorriection with the
performance of the services contracted for herein shall become the property of CPRA, and shall,
upon request., be returned by Contractor to CF
expiration of this Contract.

Failure tofollow these guidelines may result in stoppage of work or of any future Task Orders.

AUDITS AND AUDITORS

It is hereby agreed that the Legislative Auditor of the State of Louisiana, and/or the Office of the
Governor, the Office of the Louisiana Inspect®eneral, and/or Division of Administration
auditors shall have the authority to audit all records and accounts of the Contractor which relate to
this Agreement in accordance with La. R.S. 24:513.

ASSIGNABILITY

Contractor shall not assign any int&rén this Contract by assignment, transfer, or novation,
without pria written consent of the CPRAhis provision shall not be construed to prohibit the
Contactor from assigning its bank, trust company, or other financial institution any money due or
to become due from approved Contracts withsuch prior written consenlotice of any such
assignment or transfer shall be furnished promptly to CPRA.

SUCCESSORS AND ASSIGNS
This Contract shall be binding upon the successors and assignseadpbetive parties hereto.

NO THIRD -PARTY BENEFICIARY

Nothing herein is intended and nothing herein may be deemed to create or confer any right, action,
or benefit in, to, or on the part of any person not a party to this Agreement.

SECURITY

Contractor's personnel shall always comply with all security regulations in effect at the State's
premises, and externally for materials belonging to the State or to the project. Contractor is
responsible for reporting any breach of security to the State gyompt
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CYBERSECURITY TRAINING

I n accordance with La. R. S. 42:1267(B) (3) and
Policy, if the Contractor, any of its employees, agents, or subcontractors will have access to State
government informatioh ec hnol ogy assets, the Contractoro6s
with such access must complete cybersecurity training annually, and the Contractor must present
evidence of such compliance annually and upon request. The Contractor may use seeasityer

training course offered by the Louisiana Department of State Civil Service without additional cost

For purposes of this Section, Afaccess to State
the possession of credentials, equipment, or aathtioh to access the internal workings of State
information technology systems or networks. Examples would include but not be limited to State

issued laptops, VPN credentials to credentials to access the State network, badging to access the

St at e 0 snunicaidbns dosets or systems, or permissions to maintain or modify IT systems

used by the State. Final determination of scope inclusions or exclusions relative to access to State
government information technology assets will be made by the Office ohdledy Services.

CODE OF ETHICS AND PROHIBITED ACTIVITY

The Contractor acknowledges that Chapter 15 of Title 42 of the Louisiana Revised Statutes (R.S.
42:1101 et. seq., Code of Governmental Ethics) applies to the Contracting Party in the performance
of services called for in this Contracthe Contractor agrees to immediately notify the state if
potential violations of the Code of Governmental Ethics arise at any time during the term of this
Contract.

COMPLIANCE WITH STATE AND FEDERAL LAW

The Contractor and any subcontractors must comply with applicable Federal labor laws covering
nonFederal construction, including but not limited to, the Contract Work Hours and Safety
Standards Act (formerly 40 U.S.C. 327seq) and the Copeland ArKickback Act (formerly 40

U.S.C. 276¢) and to the extent if applicable 40 U.S.C. &14tB and 40 U.S.C. 37€[r08
(revising, codifying and enacting without substantive change the provisions of theHaawvis

Act) (formerly 40 U.S.C. 276at seq. Contracor further agrees, in the case of any equipment
and/or product authorized to be purchased under this Contract, to comply with the Buy American
Act 41 U.S.C. 830B305 (formerly 41 U.S.C. 1080c).

All provisions contained in any of the abesited laws, ries, regulations, guidelines, policies, or
other documents, will be deemed incorporated by reference, as applicable, to this Contract.

Further, the Contractor and its employees, subcontractors and agents shall agree to comply with all
applicable Federal,t&e, and Local laws, policies, and ordinances, in carrying out all provisions
of this Contract.

CONFIDENTIALITY OF DATA
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All financial, statistical, personal, technical and other data and information relating to the State's
operation which are desigieal confidential by the State and made available t€twractorin

order to carry out this contract, or which become available tGdméractorin carrying out this

contract, shall be protected by @entractofrom unauthorized use and disclosuretigh the
observance of the same or more effective procedural requirements as are applicable to the State.
The identification of all such confidential data and information as well as the State's procedural
requirements for protection of such data and in&drom from unauthorized use and disclosure

shall be provided by the State in writing to @entractor If the methods and procedures

employed by th€ontractorfor the protection of th€ontractois data and information are

deemed by the State to be admguior the protection of the State's confidential information, such
methods and procedures may be used, with the written consent of the State, to carry out the intent
of this paragraphThe Contractorshall not be required under the provisions of the paragraph to
keep confidential any data or information which is or becomes publicly available, is already
rightfully in the Contractois possession, is independently developed bZtmractoroutside the

scope of the contract, or is rightfully obtained from third parties.

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO
INFORM

This Contract and employees working on this Contract will be subject to the whistleblower rights
and remedies irhe pilot program on Contractor employee whistleblower protections established
at 41 U.S.C. 4712 by Section 828 of the National Defense Authorization Act for Fiscal Year 2013
(Pub. L. 112239) and Federal Acquisition Regulation (F.A.R.) 3.908.

The Contraatr shall inform its employees in writing, in the predominant language of the
workforce, of employee whistleblower rights and protections under 41 U.S.C. 4712, as described
in section 3.908 of the F.A.Rppendix

The Contractor shall insert the substaniahis clause, including this paragraph, in all subcontracts
over the simplified acquisition threshold.

NON-DISCRIMINATION CLAUSE

The Contractor agrees to abide by the requirements of the following as applicable: Title VI of the
Civil Rights Act of 19@l and Title VIl of the Civil Rights Act of 1964, as amended byHEheal
Employment Opportunity Act of 1972, Federal Executive Order 11246 as amended, the
Rehabilitation Act of 1973, as amended, the Vietnam Era Veteran's Readjugtasistnce Act

of 1974, Title IX of the Education Amendments of 1972, the Age Discrimination Act of 1975, the
Fair Housing Act of 1968 as amended, and Contractor agrees to abide by the requirements of the
Americans with Disabilities Act of 1990.

Contractor agrees not to discriminate in its employnpeacttices anavill render services under

this Contract without regard to race, color, religion, sex, sexual orientation, nationalaignan
status political affiliation, disability, or age inry matter relating to employment. Any act of
discrimination committed by Contractor, or failure to comply with these statutory obligations when
applicable shall be grounds for termination of this Contract.
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PROHIBITION OF DISCR IMINATORY BOYCOTTS O F ISRAEL

In accordance with R.S. 39:1602.1, for any Contract for $100,000 or more and for any Contractor
with five or more employees, the Contractor certifies that neither it nor its subcontractors are
engaged in a boycott of Israel, and that the Contractoamndubcontractors shall, for the duration

of this Contract, refrain from a boycott of Israel.

The State reserves the right to terminate this Contract if the Contractor, or any Subcontractor,
engages in a boycott of Israel during the term of this Cantrac

VETERANS AND HUDSON INITIATIVES

During the term of the Contract and at expiration, the Contractor will be required to report Veteran
Owned and Servic€onnected Disabled Veter®wned and Hudson Initiative small
entrepreneurship subcontracparticipation and the dollar amount of each.

SUBCONTRACTORS

The Contractor agrees to obtain written approval from CPRA prior to subcontracting any part of
the services specified inppendix A The Contractor shall include, in any subcontract, the
provisions contained in this ContracThe Contractor shall submit requests for approval,
accompanied by copies of proposed subcontréxtthhe CPRA Project Managdrhe Contractor
further agrees to guarantee and be liable to CPRA for all services perfonded any such
subcontract.

CERTIFICATE OF DEBARMENT / SUSPENSION STATUS

Contractor certifies with its execution of this agreement that it is not suspended, debarred or
ineligible from entering into Contracts with any department or agency of the FE&taminment
or of the State of Louisiana, or in receipt of notice of proposed debarment or suspension.

Contractor agrees to secure from any Contractor(s) and subcontractor(s) for the captioned project
certification that such Contractor(s) and subcontrée}t@re not suspended, debarred or declared
ineligible from entering into Contracts with any department or agency of the Federal Government
or of the State of Louisiana, or in receipt of a notice of proposed debarment or suspension.

Contractor shall provielimmediate notice to the CPRA in the event of it or its Contractor(s) or any
subcontractor(s) being suspended, debarred or declared ineligible by any department or agency of
the Federal Government or of the State of Louisianawpon receipt of a noticef a proposed
debarment or suspension, either prior to or after execution of this agreement.

Upon receipt of notice of suspension, debarment, or declaration that Contractor or its Contractor(s)
or any subcontractor(s) is/are ineligible to enter into Cotdraith any department or agency of

the Federal Government or of the State of Louisiana, either prior to or after execution of this
agreement, CPRA reserves the right to review cause for said debarment, suspension, or declaration
of ineligibility, and toterminate this Contract pursuant to the terms of the article in this agreement
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entitted TERMINATION FOR CAUSE, or take such other action it deems appropriate under this
Contract.

TERMINATION FOR CAUSE

The CPRA may terminate this Contract for causedapen the failure of the Contractor to comply
with the terms and/or conditions of tG@entractprovided that the CPRA shall give the Contractor
written notice specffi ng t he Co n tf withic thidyr(3)sdayé after Iregeipeof such
notice, he Contractor shall not have either corrected such failure or, in the case of such failure
which cannot be corrected in thirty (30) days, begun in good faith to correct said failure and
thereafter proceeded diligently to complete such correction, th&PtRA& may, at its option, place

the Contractor in default and the Contract shall terminate odetteespecified in such noticEhe
Contractor may exercise any rights available to it under Louisiana law to terminate for cause upon
the failure of the CPRAotcomply with the terms and conditions of this Contract; provided that the
Contractor shall give the CPRA written notice specifying the CPRA's failure and a reasonable
opportunity for the CPRA to cure the defect.

Notwithstanding the above, the Contractdl mot be relieved of liability to the CPRA for damages
sustained by the CPRA by virtue of any breach of the Contract by the Contractor, and the CPRA
may withhold any payments to the Contractor for the purpose of setoff until such time as the exact
amountof damages due the CPRA from the Contractor is determined.

TERMINATION FOR CONVENIENCE

The CPRA may terminate the Contract at any time by giving thirty (30) dagterwniotice to the
Contractor.The Contractor shall be entitled to paymentdeliverables in progress, to the extent
work has been performed satisfactorily.

TERMINATION FOR NON -APPROPRIATION OF FUNDS

The continuation of this Contract is contingent upon the appropriation of funds to fulfill the
requirements of #h Contract by the legislaturé. the legislature fails to appropriate sufficient
monies to provide for the continuation of the Contract, or if such appropriation is reduced by the
veto of the Governor or by any means provided in the appropriations potvent the total
appropriation for the year from exceeding revenues for that year, or for any other lawful purpose,
and the effect of such reduction is to provide insufficient monies for the continuation of the
Contract, the Contract shall terminate oa tlate of the beginning of the first fiscal year for which
funds are not appropriated.

REPORTING OF FRAUD, WASTE, ABUSE OR CRIMINAL ACTIVITY

In accordance with 31 C.F.R. 834.803(a), any indication of fraud, waste, abuse, or potentially any
criminalactivity pertaining to the Grant Funds shall be reported to the U.S. Department of Treasury
and the U.S. Treasury OIG. Additionally, in accordance with La. R.S. 24:523.1, any actual or
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suspected misappropriation, fraud, waste or abuse of public fund®shalborted to one of the
following:

Toll-Free Phone:-84450-FRAUD (1-8445037283); or
Fax to: 1844-40-FRAUD (1-844-4037283)

Or report via U.S. Mail: LLA Hotline P. O. Box 94397 Baton Rouge, LA 70804

Additionally, any violationsof 29 C.F.R.parfiB3Cont r act or s and Subcontrac:
or Public Work Financed in Whole or in Part by
reported to the Gulf Coast Ecosystem Restoration Council Grants Office at one of the following:

Via Email to:grantsoffice@restorethegqulf.goer

Via U.S. Mail: Grants Officer, Gulf Coast Ecgstem Restoration Council, 500 Poydras
Street,Suite 1117, New Orleans, LA 70130

REMEDIES FOR DEFAULT

Any claim or controversy arising out of this Contract shall be resolved by the provisions ef LSA
R.S. 39:1672.2672.4.

DISPUTES

Before anyparty to this Contract may bring suit in any court concerning any issue relating to this
Contract, such party must first seek in good faith to resolve the issue through negotiation or other
forms of nonbinding alternative dispute resolution mutyaaccepable to the partiesThe
exclusive venue for any suit arising out of this Contract shall be in the Nineteenth Judicial District
Court for the Parish of East Baton Rouge, Louisiana.

GOVERNING LAW

This Contract shall be governed by and interpreted inrdaace with the laws of the State of
Louisiana, including but not limited to La. R.S. 39:185136; rules and regulations; executive
orders; standard terms and conditions, special terms and conditions, and specifications listed in the
RFP (if applicable); and this Contract. Venue of any action brought, after exhaustion of
administrative remedies, with regard to this Contract shall be in the Nineteenth Judicial District
Court, Parish of East Baton Rouge, State of Louisiana.

ANTI-LOBBYING

Contractor agrees not to use Contract proceeds to urge any elector to vote for or against any
candidate or proposition on an election ballot nor shall such funds be used to lobby for or against
any proposition or matter having the effect of law being cw@rsd by the Louisiana Legislature

or any local governing authorit{this provision shall not prevent the normal dissemination of
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factual information relative to a proposition on any election ballot or a proposition or matter having
the effect of law beingonsidered by the Louisiana Legislature or any local governing authority.

SEVERABILITY

If any term or condition of this Contract or the application thereof is held invalid, such
invalidity shall not affect other terms, conditions, or applicationglwban be given effect without

the invalid term, condition, or application; to this end the terms and conditions of this Contract are
declared severable.

PROVISION REQUIRED BY LAW DEEMED INSERTED

Each and every provision of law and clause requiredimtd be inserted in the Contract shall be
deemed to be inserted herein and the Contract shall be read and enforced as though it were included
herein, and if through mistake or otherwise any such provision is not inserted, or is not correctly
inserted, the upon the application of either Party the Contract shall forthwith be amended to make
such insertion or correction.

AGREEMENT APPROVAL

This Contract shall not be effective until it has been approved and signed by duly authorized
representatives dfoth parties and until it has been approved by the Division of Administration,
Office of State Procurement.

AMENDMENTS

No amendment shall be effective unless it is in writing, signed by duly authorized representatives
of both parties and until it hagén approved by the Director of the Office of State Procurement

ENTIRE AGREEMENT AND ORDER OF PRECEDENCE.

This Contract, (together with the Request for Proposals and addenda issued thereto by the State,
the proposal submitted by the Contractordésponse to the State's Request for Proposals, and any
exhibits specifically incorporated herein by reference) constitutes the entire agreement between the
parties with respect to the subject matter.

This Contract shall, to the extent possible, be condtrogjive effect to all provisions contained
therein: however, where provisions are in conflict, first priority shall be given to the provisions of
the Contract, excluding the Request for Proposals angrdpesal; second priority shall be given

to the povisions of the Request for Proposals and amendments thereto; and third priority shall be
given to the provisions of tharoposal.

THUS, DONE AND SIGNED AT Baton Rouge, Louisiana on the date indicated below.

WITNESSES SIGNATURES: Coastal Protectionand Restoration Authority
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By:
Signature Lawrence B. Haase
Executive Director
(Print Name)
Date
WITNESSES SIGNATURES: CONTRACTOR:
By:
Signhature
(PrintName) (PrintName)
(Print Title)
Date
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APPENDIX A

This Request for Proposal
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APPENDIX B

Proposal submitted by Awarded Vendor
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APPENDIX C

Coastal Protection and Restoration Authority
Monitoring Report

Date:

Contractor: CPRA Contract No
Project Title:

Invoice No. Invoice Amount:

Total Invoiced to Date: $

l. WORK COMPLETED TO DATE (ACCORDING TO TYPE CONTRACT):

>

Percentage of work complet@dclude percentage completed and/or milestones
accomplished (give dates)].

Hourly (include services performed and number of hours worked).

Scope of Services Outlined by Tagkwlude tasks completed or portion of task
completed to date).

Actual Costs Incurred

Fee Schedule

mo O

Il FOR EACH PROJECT A NARRATIVE OF IMPLEMENTATION PROGRESS

INCLUDING:

A. Tasks and/or milestones accomplished (give dates)

B. Tasks and/or mitones not accomplished with explanation or assessment of:
1. Nature of problems encountered:
2. Remedial action taken or planned:
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Whether minimum criteria for measure can still be met:

4, Likely impact upon achievement:

Il DELIVERABLS

v OTHERDISCUSSIONS OF SPECIAL NOTE
Contractor Date
(Printed Name)
Approval Date
CPRATask Manager (Optional) (Printed Name)
Approval Date
CPRAContract Monitor

(Printed Name)
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ATTACHMENT IV : INFORMATION SECURITY REQUIREMENTS

This attachment provideke additional information security requirements in addition to the existing
Contract, Statement of Work, and the other associated attathime

1.0 SAFEGUARDING CONFIDE NTIAL AND RESTRICTED INFORMATION

Contractor shalimplement and maintaiadministrative, technical, and physical safeguards designed to
protect against unauthorized access to or use of ConfidenRaistricted Information received from, or

on behalf of, State by Contractor pursuant to performance abtleed upoiservices. For purposes of

this attachment, Confidential Information includes Restricted Information. Restricted Information is data
whichrequires strict adherence to legal obligations such as federal, state, or local law or required by State
policy and so designated. Examples of Restricted Information include, but are not limited to: Protected
Health Information (PHI), Federal Tax Inforrat (FTI), Payment Card Information (PCI), Criminal

Justice Information (CJI) and Personally Identifiable Information (PII) or data specifically designated by
State as Restricted Information. Contractor currently maintains the following

1 Aninformation searity program that defines implements, and reviews information security
policies and procedures.

9 Policies that prohibit the unauthorized disclosure of Confidential and Restricted Information and
requesting, on an annual basis, confirmation from Contrpetsonnel that they have read such
policies.

1 Processes to encrypt Confidential Information stored on Contaigided laptop and desktop
computers (using BitLocker Drive Encryptiorfull disk encryption); processes and security
settings to protect Cdidential Information stored on Contraciprovided mobile devices (e.qg.,
iPhone and BlackBey®), such as time out values, PINs, automatic device wipe after a specified
number of invalid logpn attempts, and remote wipe capability; and issuing encry@&lddves
to Contractor personnel for use in transferring Confidential Information.

1 Training and awareness programs for personnel related to information security policies,
information protection standards, and privacy. Additionally, from time to timeigirod
privacy and securityelated alerts or reminders by standard Contractor internal communication
channels.

9 Limiting physical access to Contractor offices through the use of one or more of: conventional
locks, electronic locks, security guards, ideadifion badges, visitor control programs, and video
surveillance programs.

9 Anti-virus protection programs (e.g., McAfee), including, centrally managed, commercially
available antvirus software on Contractg@rovided computers to which updates are rekkase
they become available from awirus software vendors, and a virus containment process that
defines responsibilities and outlines procedures.

T Network servers in Contractords -adcepted cent er s
procedures and tootkat are designed to safeguard portions of the network and servers within the
data centers. These include combinations of the following:

0 Restricting both physical and network access to authorized users

Restricting physical access by c&ely controlsystems

Network based intrusion prevention system

Firewalls to segment networks

Vulnerability assessment processes and tools

O O 0O O
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o Change management procedures
o Patch management processes and tools
o Periodically backingup data that is maintained on Contractowoek servers, including
processes to encrypt baak media and to store baak media offsite
0 Server operating system hardening as appropriate
9 Periodic review and update of internal Contractor information security policies and procedures.
1 Incident Resporesprocesses containing escalation procedures for contacting State and
Information Security resources.
9 Sanitization of any decommissioned or inoperable Contrastoed machine, storage, media,
disk, or drive containing any Confidential or Restricted Infation use the following approved
sanitization methods:

Sanitizaton is divided into three types.
Type 1, Clearing:

Clearing an electronic storage media is the lowest level of sanitization that inhibits the recovery
of information assets via a robust keylibattack using data recovery tools. Use of conventional
operating system utilities like deleting files or disk formatting only delete the respective directory
entries and thus do not inhibit the ability of data recovery tools to retrieve the infornsgaia a

as the respective data itself is not lgeatverwritten.

Type 2, Purging:
Methods of purging are:

1. Wiping: Overwriting all locations including remapped bad sectors omaitable
electronic storage media multiple times with different patterns, thetedcking the
appropriateness by comparing different locations before and after overwriting. Required
technology detail: The necessary number of overwrites, patterns and location checks,
which depend on the type ofwaitable electronic storage media.

2. Secure Erasing: Overwriting all locations on an ATA hard disk drive (specific type of
electronic storage media that includes PATA and SATA drives) a single time in a reliable
manner. The Security Erase Unit command of the ATA specification must be used to
initiate secure erasing. If implemented in a specific ATA hard disk drive, the Enhanced
Erase Mode should be used. Successful execution must be checked afterwards.

3. Degaussing: Deleting all information assets stored on a magnetically sensitive electronic
staage media using a strong magnetic field.

4. Resetting: Returning a volatile electronic storage media into its initial delivery state. The
power must be switched off and the backup battery removed if battery backed.

Type 3, Destruction:

Physically destroyingn electronic storage media is the highest level and thus ultimate form of
sanitization. Physical destruction is achieved, when no portion of an electronic storage media can
be used to extract a significant amount of data. Therefore, simply punching fmlexample

into a hard disk is not sufficient for physical destruction.

Methods of destroying are:
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Shredding: Breaking an electronic storage media into parts. Disintegrating can be used as
a synonym term for shredding. Required technology detdié maximum size of the

parts, which depends on the type of the electronic storage media.

Pulverizing: Crushing an electronic storage media into dust or powder.

Melting: Heating an electronic storage media past its melting point transforming it into a
moalten mass. The necessary melting point depends on the instance of the electronic
storage media.

Incinerating: Burning an electronic storage media past its firing temperature

transforming it into ash, flue gases and particulates. The necessary firingatmgpe

depends on the instance of the electronic storage media.

The selected sanitization method and procedures selected by the Contractor generates the appropriate unit
level logging A certificate of destruction shall be provided if requested by the.Stat

2.0 ACCESSING STATE NETWORKS, SYSTEMS, AND INFORMATION

Access to State resources requires the following: Contractor personnel connecting to State computing
systems andesources shall only be in the performance of the agreed upon Services.

1 Contractor pergmel shall not knowingly (unless otherwise expressly agreed to by the parties as a
function of the Services, or authorized i n wri

(0]

Access or attempt to access the fadfdnpat ebds Cor
purpose outside of the scope of such Services.

0 Connect personal (i.e., nevork related or Contractgyr ovi ded) devi ces to
network.

o Attempt to alter or circumvent any State se
network (e.g., authrgication processes, access controls, firewall controls, web site
blocking controls, etc.).

o Install, execute, or modify software, equipment, or peripherals on (or remove software,
equipment, or peripherals from) the State network.

o Install or disseminate rfieious code (including computer viruses, worms, and Trojan
horses) on the State network.

o Conduct discovery or vulnerability scans of State networks, applications, or computing
systems.

0 Share or disclose any access code or password provided by, or genarbéhalf of, the
State to Contractor personnel for such access.

1 Contractorpr ovi ded computer wor kstati ocomputmg | aptops
systems andesources will:

0 Have commercial antiirus software installed and configured to auttioaly signature
updates released from the awitus software vendor while such computers are connected
to Contractords network or alternatively, i
connect their computers t eri@dohtime whildgsochds net
computers are connected to the Internet.

0 Have security software patches installed on such computers, which patches, by the

determination of Contractords I nformation S
safeguard such cqmters from access by unauthorized third parties or from outside
threats to the integrity and confidetity of information residing on such computers.
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o Have firewall software installed and operating on such computers while such computers
are connected tine Internet.
0 Have access controls designed to restrict access to such computers to authorized
individuals.
0 Have 128bit (or better) AES fildevel encryption enabled, which is configured to
automatically verify encryption status.
0 Have automatic daily baekp of standard directories and files.
All Contractor personnel shall review the terms and requirements of this attachment prior to
accessing State resources.
The State will provide Virtual Private Network (VPN) access to Contractor personnel in order for
them to perform development, testing, and production support activities in a timely manner.
Remote access wil/l be pr ovi sipofect wam daringthlex 7 b asi s
duration of this project. Contractor is respon
(planned and emergency) network and system mai
the same to Contractor, in order to confagreed upon Service timelines and deliverables are not
impacted.
Contractor personnel requiring access to production environments to investigate, and analyze
production issues, must submit an access request to the State Security team. The State Security
team will review, approve/disapprove and grant/deny access to the production environment.
Contractor shall submit an access request for all resources requiring access to State resources.
Access requests shall minimally contain:
o Full Name of Contract Resource
Assigned Job Title
Physical Location (City, State, Country of
Specific System and Application Access Required (System, Application, or Database)
Tentative End of Contract Date (to be extended as needed via addittifiahtion)
0 Remote Access Required (yes or no)
Contractor shall submit a termination notice to the State, including full name of Contractor
personnel who leave its employment and last day worked, in a timely manner not to exceed 24
hours fromtermination f t hat Contractor personnel 6s | ast
All Contractor personnel must safeguard Confidential and Restricted information in accordance
with the requirements described in this attachment.

O O OO

The Statebds I nformati on Sctocagcess tequest® and provide | | rev
approval prior to Contractor personnel being ¢
request i s deni ed, the Stateds I nformation Sec

review by the Contractor.
Cortractor personnel accessing State resources outside of the United States are strictly prohibited
from accessing Restricted Information (directly or indirectly) contained within any application,
system, database, or device unless prior written approvalispwi ded by t he St at eds
Security Team and Agency assigned Data Owner.
Contractor personnel accessing State resources outside of the United States may be utilized to
facilitate agreed upon services by accessing:
o State Test or Development Enviroants (Not containing, processing, or transmitting
Restricted information)
o0 State Test, Development, or Monitoring tool (Not containing, processing, or transmitting
Restricted information)
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o State workstations (Not containing, processing, or transmittingi€testinformation)

DATA MANAGEMENT

The State will provide Contractor personnel with access to PHI, or PIl data except as set out in
the applicable SOW or otherwise requested in writing by the Contrassigned Project

Manager and as allowable by laWwh{s may include, for example, requesting access to the State
production environment for investigating potential defects identified during the Warranty Period.)
For development and testing purposes, State will not provide the Contractor persennel de
identified data that is representative of production data but that does not contain PHI, Pl data.
State agrees:

i.  To disclose any PHI or Pl or other applicable Restricted Information to Contractor, if
such disclosure would not violate any applicable law, ieegulation.

ii.  Not to request the Contractor to use or disclose PHI or Pll or other applicable Restricted
Information in any manner that would not be permissible under any applicable law, rule,
or regulation, if such use or disclosure were done b{taee.

iii.  Todisclose to Contractor only the minimum amount of PHI or PIl data (if any)
reasonably necessary for Contractor to perform agreed upon Services under the
applicable SOW.

Agreed upon Services may require system testing to be performed-pnathrtion

environments that are utilized by the Contractor. Testing is controlled through the usage of de
identified or fimock datao. AfMock Datao i s dat
PII, PHI, or similarly regulated Restricted Information.

If requested by the State, Contractor may be authorized to perfadardiication of production

Restricted Information utilizing a State approved documented process and-avtate

workstation. This type of dilentification request must be processedtigh OTS.

Contractor shall implement security measures such thapraztuction environments under
Contractoros full control, do not contain Rest
aut horization from t he St aexceplian. Ifithe Statehasaatcéese n Se ¢
to enter data, the State is responsible for such data entry to not contain Restricted Information,

such as in the UAT or Training environments.

The State will limit Restricted Information it provides to Contractor (oemtise makes

available to Contractor) to only that which is reasonably necessary to allow Contractor to provide

the agreed upon Services.

Contractor will provide the State with a list of Contractor personnel who are authorized to receive

or have access tate resources (systems, applications, and databases). Contractor will maintain

and update the access lists as needed.

Disclosure of Confidential or Restricted Information by State to Contractor shall utilize

appropriate security measures by State, diolydata encryption, to maintain protection of

Confidential or Restricted Information being transferred to Contractor by State, and as required

by applicable information protection laws.

State wil. promptly notify ChleeventiabedomeséawarelL ead E
that Restricted Information has been disclosed to Contractor inadvertently or otherwise.

The State will be responsible for the State legacy systems required to integrate or share data with
applications or systems within the scope of the agreed upon Services, shall not expose non

production environments to Restricted Information.
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4.0 SECURE DEVELOPMENT

When agreed upon Services require Contractor to develop or configtemsys applications, the
Contractor is responsible (unless othervéiset hori zed in writing by the St a
Team) for:

T Working with t h&ectityddeam to sequirenaiditionat application or system
specific Information Security requirements are captured and agreed upon prior to initiating
development or technology implementation through the set requirement and design sessions.
St at e 0 sion Setdrity Teama ghall actively participate in applicable requirement and design
sessions and review such deliverables.

T Performing an Application Risk Assessment that
Security Team prior to production implemation.

1 Operationally embedding methods for testing and validating application and system security
within the development process. Contractor shall provide methods for all developers and testers
to independently run both static and dynamic security teasnzart of each development or test
cycle.

1 Requiring and validating that all input or files provided by the target end user is validated and
filtered via serveside processes prior to processing in order to prevent code injection and
improve data integnt

1 Requiring and validating all system to system or application to application communication
requires authentication and agreed upon secure protocols.

1 Requiring and validating passwords are not stored in clear text in any configuration file, source
code (ompiled or otherwise), or database.

1 Requiring and validating web application user session state is dynamic and appropriately
managed utilizing currently accepted industry standards, in order to successfully prevent an
unauthorized individual obtainingtleeb i | i ty t o bypass authenticati o
valid session.

T Requiring applications integrate with the Stat
Management (IAM) solutions in such a way that internal State users seamlessly atthantic
are not presented with a logon form, if singign on is applicable to the scope of the agreed
upon Services and/or set out in the applicable SOW.

T Requiring application or system roles and perm
solutians.

1 Requiring and validating all applicable applications employ Transport Layer Security (TLS)
when transmitting Restricted Information.

5.0 SECURE SYSTEM ADMINI STRATION AND MAINTEN ANCE

When agreed upon Services require Contractor to maintain or admaystteims or applications, the

Contractor is responsib(enless otherwise expressly agreed to by the parties as to beinfgsmoipe of

the agreed upon Services, set out in the applicahb
Information Security Tea) for:

T Foll owing Stateds change management policies.
1 Maintaining and renewing any applicable application security certificates prior to expiration.

i Testing and applying all applicable security patches or updates in a timely manner per the Work
Plan.
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The Sate will test and apply applicable state managed system or application security patches or
updates in a timely manner.

Requiring Systems utilize industacceptedantv i r us as approved by the S
Security Team.

Requiring Systems are rasted from connecting to the internet directly, unless approved by the
Statebs I nformation Security Team.

Requiring and validating Systems and applications are configured or modified to produce the
adequate baseline level of audit records and secuetyt énygs.

Requiring that local accounts and local authentication are not utilized unless provided approval

by the Statebdés I nformation Security Team.
Requiring system access roles are provided by

GENERAL REQUIREMENTS

In the actuabr reasonably suspected event the Contractor personnel has materially violated the

terms or requirements of this attachment, the State shall be entitled to take action to disable or

prevent access to such Contractor personnel until the violation careségated and resolved.

The State shall notify the Contractor PM witkight @) hours and provide a written status of the

violation and estimated time of unavailable access. The Contractor agrees that access restrictions
resulting from a Contractorperscmm el 6 s act ual or reasonably suspe
terms or requirements of this attachment causing delay or cost for Contractor will not increase the

cost of Services for the State. In the event that the suspected event was not an aatioal viol

any such delay may require a change request to enable the Contractor to meet the work plan, and

any SLAs not met due to the unavailability of access will be waived.

System or Application vulnerabilities discovered by the State (or individuals desiginy the

State) shall be addressed by the Contractor in a timely manner, not to exceed 60 days, at no

additional cost to the State.

Contractor shall work with the Stateds designa
required to facilitate an Auditnternal or external) of the State when needed, in an urgent

manner. If estimated effort is above 20 hours for the individual audit request, the State will

process a change request to continue contractor support.

In response to evolving technologies, industry standards, and marketplace expectations, from time

to time Contractor may upgrade or modify the processes and controls that it is required to

maintain hereunder. Contractor shall not be irabineof this Agreement or any SOW as a result

of any such change, provided that such change does not materially diminish the overall level of
information security afforded to Confidential or Restricted Information by the proceskes an

controls described heunder Any change to technology or processes previously reviewed and
approved by the Stateds Information Security T
written approval from the Stateds Information
documented validation and testing of the newly proposed technology or process.
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ATTACHMENT V:

Glossary of Acronyms:
ACT = Active Period
CY = Calendar Year
FY = Fiscal Year

PERM = Permanent
LOA = Life of Agency

INVENTORY OF RECORDS AND DOCUMENT TYPES

Division/Section Sl e SIEt T2 sera) DI e Retention Period Security Status VI REE
Name Description ID
Executive- Grant Related Vendor Payment documents that are Executive Division / Financial | P- Public Record| V - Vital
Accounting Invoices associated with a Grant with Services Grant Related
supportingdocumentation Vendor Invoices ACT + 8FY
Executive- CWPPRA Projects Vendor | Payment documents that are Executive Division / Financial | P - Public Record | V - Vital
Accounting Invoices associated with a CWPPRA Cost | Services CWPPRA Project
Share withsupporting documentatior] Agreements & Amendments
ACT+ 20 FY
Executive- AP Vendor Invoices Non Payment documents that are not Executive Division / Financial | P - Public Record | V - Vital
Accounting Grant associated with a Granot Cost Share| Services AP Vendor Invoices
with supporting documentation (Non-Grant Related) ACT +
6FY
Executive- QuickBooks/Imprest Accoun| Requests and backup documentatiog Executive Division / Financial | M - May Contain | V - Vital
Accounting for QuickBooks checks Services Confidential
QuickBooks/Impressed accoul Information
Documents ACT + 6FY
Executive- Travel Reimbursements Requests and backup documentatig Executive Division / Financial | P - Public Record | V - Vital
Accounting for TravelReimbursements Services Travel
Reimbursement Forms and
Documents ACT + 6FY
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

Executive- Void/Cancelled QuickBooks | Copies and backup documentation { Executive Division / Financial | M - May Contain | V - Vital
Accounting Checks Voided/CancelledQuickBooks Services Voided/Cancelled Confidential
Checks QuickBooks ChecksACT + Information
6FY
Executive- Revenue Receipts/Deposit | Deposits with all associated backup| Executive Division / Financial | M - May Contain | V - Vital
Accounting Tickets documentation Services Revenue Confidential
Receipts/Deposit Slips/Mail Information
Receipts ACT + 6FY
Executive- Grant Folders Grant Awards, Financial Reports Executive Division / Financial | P - Public Record| V - Vital
Accounting (425s), Draws & Corrggondence Services Grant Folders (Grant
Award, Financial Reports
(425s), Draws, &
Correspondence) ACT+ 3 FY
Executive- Grant Billing Detail Packets | Backup and supporting Executive Division / Financial | P - Public Record | V - Vital
Accounting documentation for Grant Billing Services Grant Billing Detail
Detail Packets Packets ACT + 5 FY
Executive- Cost Share Billing Detail Backup and supporting Executive Division / Financial | P - Public Record | V - Vital
Accounting Packets documentation for Cost Share Billin¢ Services Cost Shares Billing
Detail Packets Detail Packets ACT+ 20 FY
Executive- Annual Budget Request Annual Budyet Request Books and | Executive Division / Financial | P - Public Record| V - Vital
Accounting Books Supporting Documentation Services Annual Budget
Request Books and Supportin
Documentation ACT + 6 FY
Executive- Executive Budget, Executive Budget, Appropriation Executve Division / Financial | P - Public Record | V - Vital
Accounting Appropriation Letters, HR Letters, HB 1 (Operating), HB 2 Services Executive Budget,
(Operating), HB 2 (Capital | (Capital Outlay), SIFO Analysis, BA| Appropriation Letters, HB 1
Outlay), SIFO Analysis, BA | 7s, & Budget Adjustmentsall (Operating), HB 2 (Capital
7s, & Budget Adjustments | supporting documentation associatg Outlay), SIFO Analysis, BA
7s, & Budget Adjustments)
ACT +6 FY
Executive- Audit Results Audit Resultswith supporting Executive Division / Financial | P- Public Record| | - Important
Accounting documentation Services Audit
Results/Review by Fiscal Yeal
(done by Legislative Auditor o
submitted to LegAuditor) -
ACT + 3 FY
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

Executive- Audit Reports Audit Reports Done fortheagency | Executive Division / Financial | P- Public Record | | - Important
Accounting by CPA, Federal Sponsors/Agenciey Services Audit Reports (done
or private firms for theagency by CPA, Federg

Sponsors/Agencies, or private

firms) - PERM
Executive- Capital Outlay BDS Entries | Capital Outlay BDS Entries and Executive Division / Financial | P - Public Record | | - Important
Accounting supporting documentation Services Capital Outlay BDS

Entries and Supporting

Documentation ACT + 6FY
Executive- Non-Grant Journal Vouchers| Non-Grant Journal Vouchers and Executive Division / Financial | P - Public Record | | - Important
Accounting supporting documentation Services Non-Grant Journal

Vouchers- ACT + 6FY
Executive- Grant JournaVouchers Grant Journal Vouchers and Executive Division / Financial | P - Public Record | V - Vital
Accounting supporting documentation Services Grant Journal

Vouchers-8 FY
Executive- NFWF Files Payment documents, Draw Packets| Executive Division / Financial | P - Public Record | | - Important
Accounting etc. that arassociateavith NFWF Services NFWF Files- Life of

Project + 5FY
Executive- RESTORE Files Payment documents, Draw Packets| Executive Division / Finarial P - Public Record | | - Important
Accounting etc. that are assiated with Services RESTORE Files

RESTORE Life of Project + 3FY

Executive- Non CWPPRA Cost Share | Agreements/Amendment backup Executive Division / Financial | P - Public Record | V - Vital
Administration Agreements & Amendments| documentation Services Non CWPPRACost

Share Agreements &

Amendments ACT+ 5 FY
Executive- CWPPRA Project Agreements/Amendment backup Executive Division / Financial | P- Public Record | V - Vital

Administration

Agreements & Amendments

documentation

Services CWPPRA Project
Agreements 8Amendments
ACT+ 20 FY
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Division/Section REETEHDREIIEN: 152 Record/Doc_u LIV Retention Period Security Status MIZH AT
Name Description ID

Executive- Purchase Orders, General Non-PCARD Vendor Executive Divsion / General P - Public Record| | - Important
Administration Requisitions and Bid payments, Large Item/Services Services POs/Requisitions
Proposals General payments over $5000 & supporting | and Bid ProposalsGeneral
documentation ACT + 3FY
Executive- Purchase Orders, Non-CWPPRA- Non PCARD Executive Division / General | P- Public Record| | - Important
Administration Requisitions and Bid Vendor paymentd,arge Services POs/Requisitions
Proposal§ Non-CWPPRA Item/Services payments over $5000 and Bid ProposalsNon-
Project & supporting documentation CWPPRA Project ACT +
10FY
Executive- Purchase Orders, CWPPRA- Non PCARD Vendor Executive Division / General | P- Public Record| | - Important
Administration Requisitions and Bid payments, Large Item/Services Services POs/Requisitions
Proposal§ CWPPRA payments over $5000 & supporting | and Bid ProposalsCWPPRA
Project documentation Project- ACT + 25CY
Executive- Property Records Non- Transfer Forms, Annual Inventory, | Executive Division / General | P- Public Record| | - Important
Administration Assets and Inventory Recorq Surplus Documentation Services Property Records
Non-Assets and Inventory
Recads- ACT + 3FY
Executive- Property RecordsAssets Transfer Forms, Annual Inventory, | Executive Division / General | P- Public Record| | - Important
Administration Surplus Documentatigmand Services PropertyRecords
Supporting Documentation for the | Assets ACT + 3FY
Asset
Executive- Fleet Records Vehicle Maintenancé.ogs, GPS Executive Division / General | P- Public Record| | - Important

Administration

Tracking Reports, Repair
documentation

Services Fleet Records ACT
+ 3FY
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

Administration

Files

Presentations, A
Division Review of the Contracts,
Proposals for Contractors,
Determination of Negotiations,
Justification for Contractor Selection
Technical Review Sheets, Protests
Contact Awards, Promulgation
Articles, Requests for
Correspondence, Concurring

Requests for Proposals

Support and Cordicts- Master
File Contract RecordsACT +
15FY

Confidential
Information

Executive- Authorized Driving Records | Annual DMV Records and signed | Executive Division / General | C- Contains | - Important
Administration Authorizations to Drive Services Authorized Driving | Confidential
Records ACT + 3CY Information
Executive- Boater Safety Records Louisiana Wildlife Reports, Boater | Executive Division / General | C- Contains | - Important
Administration Accident Reports, Signed Boater Services Boater Safety Confidential
Agreements, Training documentatio| Records ACT + 3FY Information
Executive- Risk Management Reports § Property Exposure Reports, Insuran Executive Division / General | C- Contains | - Important
Administration Claims Documentation, Claim Paperwork, | Services Risk Management | Confidential
Photos, Police Reports Reports and ClaimsACT + Information
3FY
Executive- Office of Work Orders and Supporting Executive Division / General | P-Public Recad | | - Important
Administration Telecommunications (OTM) | Documentation Services OTM Work Orders
Work Orders ACT + 3FY
Executive- Leases Lease documents foraBon Rouge Executive Division / General | P- Public Record| | - Important
Administration New Orleans, Lafayette, Thibodeauy Services Leases ACT +
requests for leased space, 10FY
amendments, floor plans and gener
correspondence
Executive- Professional / Consulting / | All documents associated with final | Executive Division / Project M - May Contain | V - Vital
Administration Personal Services and Inter | contract execution. Support and Contracts Confidential
agency Agreements ContractRecords ACT + Information
15FY
Executive- Title 39 Master Procurement] Proposal Conferences, Oral Executive Division / Project M - May Contain | | - Important
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Name Description ID
Executive- Master Grant Records Grant applications, grant awards, Executive Division / Project P - Public Record| V - Vital
Administration grant amendments, all Federal Support and ContractdMaster
correspondence, Financial Status | Grant Records ACT + 25CY
Reports, Federal Cash Transaction
Reports, Grant Extensiorend Grant
Closeouts
Executive- Cooperative Endeavors, Cog All documents associated with final | Executive Division / Project P - Public Record | | - Important
Administration Shares, Intergovernmental | contract execution. Support and Contracts
Agreement, Memorandum of Cooperative Endeavors, Cost
Understanding, Shares, Intergovernmental
Memorandum Of Agreement Agreements, Memo of
Understanding, Memo of
Agreement ACT + 25FY
Executive- Payment Support for Local | Payment support for local 20 to 30year retention P - Public Record| | - Important
Administration Governments governments as required by USACH requirement after the end of
USACE also typically requires a construction.
letter from CPRA. This
documentation is for South East
Louisiana Projects. Each parish is
responsible for payback. CPRA onl
has harecopy files for Orlars and
Jefferson parishes.
Executive- Legal General Litigation Files Any documents associated with Executive Division / Legal C- Contains U - Useful
general litigation General Litigation Files ACT | Confidential
+5CY Information
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Division/Section REETEHDREIIEN: 152 Record/Doc_u LIV Retention Period Security Status MIZH AT
Name Description ID

Water Horizon Qil
Spill

Confidential
Information

Executive- Legal Contract Files Final executed contract documents | Executive Division / Legal M - May Contain | V - Vital
Contract Files ACT + 10CY Confidential
Information
Executive- Legal Public Records Files Documents associated with public | Executive Division / Legal P - Public Record | | - Important
records requestincluding cover Public Records FilesACT +
letters) 5CY
Executive- Legal General Legal All legal correspondence not Executive Dvision / Legal- M - May Contain | U - Useful
Correspondence associated with one of the other General Legal Correspondeng Confidential
document types -ACT + 5CY Information
Executive- Legal Federal Legal Files All legal communications wittthe ACT +10CY M - May Contain | U - Useful
federal government, includirtge Confidential
Corps of Engineers and FEMA Information
Executive- Deep DWH Response Mostly electronic; some paper Until 1.4.2020 M - May Contain | V - Vital
Water Horizon Oil Confidential
Spill Information
Executive- Deep DWH NRDA and Documentg Mostly electronic; some paper Until 1.4.2020 M - May Contain | V - Vital
Water Horizon Oil Confidential
Spill Information
Executive- Deep DWH Early Restoration Mostly electronic; some paper Until 1.4.2020 M - May Contain | V - Vital
Water Horizon Oil Confidential
Spill Information
Executive- Deep Contractofi PreSettlement | Mostly electronic; some paper Until 1.4.2020 M - May Contain | V - Vital
Water Horizon Oil Confidential
Spill Information
Executive- Deep PreSettlement Litigation Mostly electronic; some paper Until 1.4.2020 M - May Contain | V - Vital
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Division/Section REETEHDREIIEN: 152 Record/Doc_u LIV Retention Period Security Status MIZH AT
Name Description ID

Executive- Deep Settlement Documents Mostly electronic; some paper PERM M - May Contain | V - Vital
Water Horizon Oll Confidential
Spill Information
Executive- Deep Contractoii PostSettlement | Paper and electronic ACT + 10CY M - May Contain | | - Important
Water Horizon Oll Confidential
Spill Information
Executive- Deep DWH Restoration Project Paper anelectronic ACT + 6CY M - May Contain | | - Important
Water Horizon Oil Selection and Implementatio Confidential
Spill Information
Executive- Human Payroll Timesheets, leave records/memos, | Executive Division / Human M - May Contain | | - Important
Resources prior period adjustmentpayroll Resources Payroll Confidential
reports, audit reports (timesheets, leave Information

records/memos, prior period

adjustments, payroll reports,

audit reports} ACT + 5CY
Executive- Human Benefits Enrollments, changes, verifications,| Executive Division/ Human C- Contains V - Vital
Resources ACA Resources Benefits Confidential

(enroliment, changes, Information

verifications, ACA)- ACT +

70CY
Executive- Human OGB Invoicing Executive Division / Human M - May Contain | | - Important
Resources Resources OGB Invoicing- Confidential

ACT + 5CY Information
Executive- Human Personnel Files Executive Division / Human M - May Contain | V - Vital
Resources Resources Personnel Files Confidential

(vital/nonrvital) - ACT + 70CY | Information
Executive- Human Policies & Procedures Executive Division / Human P - Public Record | V - Vital

Resources

Resources Policies and
Procedures PERM
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Division/Section

Record/Document Type

Record/Document Type

Retention Period

Security Status

Vital Record

Name Description ID
Executive- Human Position Descriptions Executive Division / Human P - Public Record | | - Important
Resources Resources Position
Descriptions ACT +5CY
Executive- Human Recruiting Job vacancyannounements, Executive Division / Human M - May Contain | | - Important
Resources applicant recagilists, nonhire Resources Recruiting (job Confidential
applications vacancy announcements, Information
applicant recaps/listaon-hire
applications} ACT + 2CY
Executive- Human 1-9's Executive Division / Human C- Contains V - Vital
Resources Resources -9 6- &CT + 3CY | Confidential
Information
Executive- Human Affirmative Action/EEO Executive Division / Human M - May Contain | | - Important
Resources Resources Affirmative Confidential
Action/EEO Records ACT + Information
2CY
Executive- Human Grievance, Appeals, Executive Division / Human M - May Contain | | - Important
Resources Confidential, Discipline Resources Grievance, Confidential
Records Appeals, Confidential, Information
Discipline Records ACT +
5CY
Executive- Human Workers Compensation Executive Division / Human M - May Contain | | - Important
Resources Resources Workers Confidential
Compensation RecordACT Information
+5CY
Executive- Human FMLA records Executive Division / Human C- Contains | - Important
Resources Resources FMLA Records- Confidential
ACT + 5CY Information
Executive- Human Human Resources Executive Division / Human M - May Contain | U - Useful

Resources

Correspondence & Reports

Resources Human Resources
Correspondence and Reports
ACT + 4CY

Confidential
Information
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Division/Section REETEHDREIIEN: 152 Record/Doc_u LIV Retention Period Security Status MIZH AT
Name Description ID

Resources

Charts/Reporting Structures

Resources Organizational
Charts/Reporting Structures
ACT + 10CY

Executive- Human Civil ServiceCorrespondencg Reports, job studies, business Executive Division / Human M - May Contain | | - Important
Resources reorganizationDPRI, audis Resources Civil Service Confidential

Correspondence (reports, job | Information

studies, business

reorganization, DPRL, audits)

ACT + 5CY
Executive- Human Organizational Executive Division / Human P - Public Record | | - Important

and Engagement

Executive- Human Safety Files Checklists, read receipts, rosters, ACT + 5CY

Resources forms, communications, reports

Executive- Human Building Access Records Guest logs, access card/key ACT +2CY

Resources assignment forms

Executive- Human Blood Borne Pathogen ACT +30CY

Resources Exposure Records

Executive- Human Safety Loss Prevention ACT +3CY

Resources Manual

Executive- Outreach | Annual Plan Report Permanent P - Public Record
and Engagement

Executive- Outreach | Quarterly Report Report Permanent P - Public Record
and Engagement

Executive- Outreach | Board Meeting Agenda Board Meeting Record ACT+6 CY P - Public Record
and Engagement

Executive- Outreach | Board Meeting Minutes Board Meeting Record ACT +6 CY P - Public Record
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Division/Section REETEHDREIIEN: 152 Record/Doc_u LIV Retention Period Security Status MIZH AT
Name Description ID

and Engagement

Executive- Outreach | Board Meeting Presentationy Board Meeting Record ACT +6 CY P - Public Record
and Engagement
Executive- Outreach | Press Releases State of LA- Retention Record ACT+5CY P - Public Record
and Engagement
Executive- Outreach | E-Blast Newsletters State of LA- Retention Record ACT+5CY P - Public Record

Audit

for planning purposes only. These
include the annual audit plan and rig
assessment, work programs and/or
planning memos unique to each aud
and general checklists.

(Maintained in electronic form only.)

Services Audit
Results/Review by Fiscal Yeal
(done by Legislative Auditor o
submitted to Leg. Auditor
ACT + 3 FY

Confidential
Information

Executive- Internal Internal Audit Reports Finalized reports to thExecutive Executive Division / Financial | P - Public Record | U - Useful
Audit Director for each Internal Audit Services Audit

summarizing the relevant findings, | Results/Review by Fiscal Yea

recommendations and other (done by Legislative Auditor o

observations. (Maintained in submitted to Leg. Auditor)

electronic form only.) ACT + 3 FY
Executive- Internal Work papers The organized set of documents in | Executive Division / Financial | M - May Contain | U - Useful
Audit support of each Internal Audit repor{ Services Audit Confidential

These documents include Internal | Results/Review by Fiscal Year Information

Audit analyses, source documents | (done by Legislative Auditor o

from within CPRA and relevant submitted to Leg. Auditor)

research. (Maintained in electronic | ACT + 3 FY

form only)
Executive- Internal Planning documents Documents created by Internal Audi Executive Divsion / Financial | M - May Contain | U - Useful
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Files- LOA + 5CY

Confidential
Information

Division/Section EERmHEEEITIE 2 Record/Doc_u ment e Retention Period Security Status HIED REFIE

Name Description ID

Operations Flood As-Builts Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood RedLine As-Builts Working Files Operations Division Working | M - May Contain | V - Vital
Files- ACT + 5CY Confidential
Information

Operations Flood 100%Awarded Plans Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood 100% Specifications Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Draft Plans Working Files Operations Division Working | M - May Contain | V - Vital
Files- ACT + 5CY Confidential
Information

Operations Flood Draft Specifications Working Files Operations Division Working | M - May Contain | V - Vital
Files- ACT + 5CY Confidential
Information

Operations Flood Official Correspondence Project Files Operations Division Project M - May Contain | V - Vital
(NCC Letters/ Turnover Files- LOA + 5CY Confidential
Letters/Agreements/Cost Information

Share /ROE etc.)
Operations Flood Narrative Completion Report{ Project Files Operations Division Project M - May Contain | V - Vital
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Reports

Files- LOA + 5CY

Confidential
Information

Division/Section EERmHEEEITIE 2 Record/Doc_u ment e Retention Period Security Status HIED REFIE

Name Description ID

Operations Flood Project Description Project Files Operations Division Project M - May Contain | V - Vital
Document Files- LOA + 5CY Confidential
Information

Operations Flood NCC Suneys Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Compliance Surveys Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood QA/QC Documentation Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Modifications Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Request For Information Project Files Operations Division Project | M - May Contain | V - Vital
(RFI) Files- LOA + 5CY Confidential
Information

Operations Flood Design Change Noatifications| Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Submittals Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Design Documentation Project Files Operations Division Project M - May Contain | V - Vital
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Division/Section EERmHEEEITIE 2 Record/Doc_u ment e Retention Period Security Status HIED REFIE

Name Description ID

Operations Flood Geotechnical Reports Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood SiteVisit Inspection Reports | Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Meeting Agendas Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Distress Reports/Requests f{ Project Files Operations Division Project M - May Contain | V - Vital
Technical Assistance Files- LOA + 5CY Confidential
Information

Operations Flood USACE ElevatiorReport Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood OMRR&R Manuals Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood Draft OMRR&R Manuals Working Files Operations Division Working | M - May Contain | V - Vital
Files- ACT + 5CY Confidential
Information

Operations Flood Water Control Manuals Project Files Operations Division Project | M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Permits Permits Operations Divisionr Permits- | P- Public Record| V - Vital

Permitting LOA + 3CY
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Division/Section REETEHDREIIEN: 152 Record/Doc_u LIV Retention Period Security Status MIZH AT
Name Description ID

Operations Flood Quarterly Inspection Reports Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood SemiAnnual Inspection Project Files Operations Division Project M - May Contain | V - Vital
Reports Files- LOA + 5CY Confidential
Information

Operations Flood Annual Inspection Reports | 33 CFR Inspections and Reports Operations Division 33 CFR | M - May Contain | V - Vital
Inspections and ReporACT | Confidential
+4CY Information

Operations Flood Periodic Inspection Reports | 33 CFRInspections and Reports Operations Division 33 CFR | M - May Contain | V - Vital
Inspections and ReporACT | Confidential
+4CY Information

Operations Flood Maps Project Files Operations Division Project M - May Contain | V - Vital
Files- LOA + 5CY Confidential
Information

Operations Flood File Tracking Spreadsheets | Working Files Operations Division Working | M - May Contain | V - Vital
(NCClfiles/RTAs, etc.) Files- ACT + 5CY Confidential
Information

Operations Flood Reviews on Draft Document{ Working Files Operations Division Working | M - May Contain | V - Vital
Files- ACT + 5CY Confidential
Information

Operations Flood Vehicle Logs/Invoices Administration Files Operations Division M - May Contain | | - Important
Administrative Files ACT + Confidential
3CY Information
Operations Flood Timesheet Entries Administration Files Operations Division M - May Contain | | - Important

Administrative Files ACT +
3CY

Confidential
Information
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

Planning and Master Plan Data Data assembled and collected to LOA +10CY P - Public Record | V - Vital
Research Strategic support the Master Plan
Planning
Planning and Master Plan Reports, Memo{ Documentation of Master Plan mod¢ LOA + 10CY P - Public Record | V - Vital
Research Strategic and Appendices development ancesults
Planning
Planning and Vendor resumes, Contracts,| Vendor documentation for Task ACT + 7CY P - Public Record | | - Important
Research Strategic | Task orders, and invoices | orders to support Master Plan
Planning development
Planning and External Agendas and External meeting documentation ACT + 7CY P - Public Record | | - Important
Research Strategic Meeting Notes
Planning
Planning and Internal Agendas and InternalMeeting Documentation ACT + 7CY P - Public Record | | - Important
Research Strategic Meeting Notes
Planning
Planning and Internal Process Process descriptions and policies | ACT + 1CY P - Public Record| | - Important
Research Strategic documentation
Planning
Planning and Water Institute of the Guif Original Notices to Proceed LOA +10CY M - May Contain | U - Useful
Research Studies & | CEA Task Orders These will most likely move to| Confidential
Environmental Accounting/ Project Support. | Information

They are originals but have

been scanned and sent to

TWIG and Project Support.
Planning and LCA Project Accounting files| Copies of paid invoices ACT+20CY M - May Contain | U - Useful
Research Studies & Confidential
Environmental Information
Planning and CWPPRATech Committee | Copies of Committee Binderalso ACT +20CY M - May Contain | U - Useful

Research Studies &
Environmental

Binders

available online

Confidential
Information
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Division/Section

Record/Document Type

Record/Doc_u ment e Retention Period Security Status HIED REFIE
Description |D)

used for preparing projects for
construction phase and bidding
processes where applicable.

Engineering Divisions Final
Plans andpecifications ACT
+ 25CY

Name
Planning and LCA Final Report Final reports of LCA Feasibility LOA +10CY P - Public Record | U - Useful
Research Studies & Studies
Environmental
Planning and Coastal Forest Conservation Program Files and Final Reports LOA +10CY P - Public Record | U - Useful
Research Studies & | Initiative Program
Environmental
Planning and CulturalResource Final Reports LOA +10CY P - Public Record | U - Useful
Research Studies & | Investigations
Environmental
Planning and Project Maps The final version othe maps LOA + 10CY P - Public Record | U - Useful
Research Strategic
Planning
Project Management | Data Collection Reports Geotechnical, Surveying, Water Project Management and | P- Public Record| | - Important
Levels, Wave Modeling, etc. Engineering Divisions Data
Collection Report$ Designi
Geotechnical, Surveying,
Water Levels, Wave Modeling
Etc.- ACT + 25CY
ProjectManagement | Preliminary Design Representsa milestone inthedesign Project Management and | P- Public Record| | - Important
phase and may also contain drawin¢ Engineering Divisions 30%
usedto determne theconstructability | Design PackageACT + 25CY
of projects.
Project Management | Final Design Representamilestone inthedesign | Project Management and P - Public Record| I - Important
phaseandcontains drawings used fo| Engineering Divisions 95%
developing construction strategies. | Design PackageACT + 25CY
Project Management | Final Plans & Specifications | A milestone in design phaseat is Project Management and P - Public Record| | - Important
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

electronically via eCorts.

Controls- HB2 Request LOA

Confidential
Information

Project Management | Environmental Studies & Various reports (project specific) thg Project Management and P - Public Record| I - Important
Reports determingheenvironmerl, habitat, | Engineering Divisions
andcultural resource impacts of Environmental Studies and
construction within the project Reports- ACT + 25CY
footprint.
Project Management | Project Permits Signed State CUP Permits; USACE Permity Project Management and P - Public Record| | - Important
Dredging Permits; DEQ Permits, Engineering Divisions Project
PipelineCrossing Agreements; Fill | Permits- Signed- ACT +
Material License; and others as 25CY
determined by project scope.
Project Management | Construction Completion Includes all reports and drawings ag Project Management and P - Public Record| | - Important
Reportd Deliverables specified in construction contracts | Engineering Divisions
based on the project scope. Construction Completion
Reports/DeliverablesACT +
25CY
Project Management | As-Built Documents Includes stamped drawings of final | Project Management and P - Public Record| | - Important
construction oftheproject as Engineering Divisions As-
accepted as complete. Built Documents ACT +
25CY
Project Management | Annual Plan Bound published documetttat Project ManagementProject P - Public Record V - Vital
providesCPRA 3year forecast on Controls- Annual Plan- LOA
implementation.
Project Management | GOCA Fact Sheets No longer a CPRA document. Project ManagementProject P - Public Record U - Useful
Producedsolely by GOCA Controls- GOCA Fact Sheets
LOA
Project Management | HB1 Request Operational Budget Document Project ManagementProject M - May Contain V - Vital
Controls- HB1 Request LOA Confidential
Information
Project Management | HB2 Request Project Budget Document (Posts Project ManagementProject M - May Contain V - Vital
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

rights acquisition costs.

Rights- Land Rights Budget
Files- ACT + 5CY

Project Management | IMPR Internal electronic .pdf format Project ManagementProject C- Contains | - Important
(Internal Monthly Progress | monthly project status updates. Controls- IMPR (Internal Confidential
Report) Monthly Progress Report) Information
LOA
Project Management | Operational Plan Annual outlook on project Project ManagementProject P - Public Record V - Vital
performance metric. Controls- Operational Plan
LOA
Project Management | Performance Indicators Quarterlystatus report on project Project ManagementProject P - Public Record| I - Important
performance. Controls- Performance
Indicators- LOA
Project Management | Quarterly Reports Provide schedule content and Project ManagementProject P - Public Record U - Useful
financial content. Controls- Quarterly Reports
LOA
Project Management | Tobin Maps Parish Maps that show property Project ManagemeiitLand C- Contains V - Vital
ownership with SectiofTownship Rights- Tobin Maps- PERM Confidential
Range Information
Project Management | Property Abstracts Chain of title for properties within Project ManagemeiitLand P - Public Record V - Vital
project footprints. Rights- Property Abstracts
LOA
Project Management | Land Agreements Temporary or Permanent servitude | Project ManagemeritLand M - May Contain V - Vital
informationthat are the original, Rights- Permanent Land Confidential
stamped documents for project land| Agreements LOA Information
agreements. Includes Corps 303(e)
requests.
Project Management | Land Rights Certification Transmittal copies of team Project ManagemeriitLand P - Public Record V - Vital
Files notification that landights have been Rights- Land Rights Contracts
acquired sufficient to construct and Contractor Tasking Files
projects. LOA
Project Management | Land Rights Budget Files Informational documentation of land Project ManagemefitLand P - Public Record V - Vital
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Division/Section Record/Document Type Record/Doc_ument Type Retention Period Security Status Vital Record
Name Description ID

nature for purposes of research and
reference.

Rights- Historical Oyster
Records PERM

ProjectManagement | Parcel/Tract Surveys Permanent survey records of Project ManagemeiitLand M - May Contain V - Vital
properties acquired ke State. Rights- Parcel / Tract Surveys Confidential
ORIGINAL DOCUMENTS. -ACT Information
Project Management | Authorizations for Entry for | Documents with original signatures | Project ManagemefitLand M - May Contain | - Important
Surveys from landowners; corps personnel, | Rights- Authorizations for Confidential
etc. allowing access theproperty. Entry for Surveys ACT + Information
5CY
Project Management | Land Appraisals Appraisal for properties that have | Project ManagemeiitLand M - May Contain V - Vital
been purchased and established Fa Rights- Land Appraisals Confidential
Market Value. LOA Information
Project Management | Appropriations/Expropria Documentation of proceedings for | Project ManagemeiitLand P - Public Record V - Vital
tions parish or levee district acquired Rights- Appropriations /
property through notraditional Expropriations LOA
acquisition.
Project Management | Corps Crediting Applications| Correspondence with documentatio|l Project ManagemesiitLand P - Public Record V - Vital
that CPRA has expended @ollars | Rights- Corps Crediting
for the acquisition of property. Applications- ACT
LERRDS
Project Management | Oyster Lease Acquisitions | Correspondence to oyster lease owl Project ManagemefitLand P - Public Record V - Vital
and Extinguishments to inform owner his lease has been | Rights- Oyster Lease
acquired withthedollar amount. Acquisitions and
Extinguisiments- LOA
Project Management | Oyster Lease Impact Scientific/biological assessment of | Project ManagemeiitLand P - Public Record V - Vital
Analysis oyster lease and how project Rights- Oyster Lease Impact
construction impastleases. Analysis- LOA
Project Management | Historical Oyster Records Variety of documents of historical Project ManagemeiitLand P - Public Record V - Vital
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ATTACHMENT VI : ELECTRONIC VENDOR PAYMENT SOLUTION

In an effort to increase efficiencies and effectiveness as well as be strategic in utilizing technology and resources
for the State and Contractor, the State intends to make all paytoe@ithtractors electronicallythe LaCarte
Procurement Card will besad for purchases of $5,000 and under, and where feasible, over $5,000. Contractors
will have a choice of receiving electronic payment for all other payments by selecting the Electronic Funds Transfer
(EFT). If you receive an award and do not currentlyeptthe LaCarte card or have not already enrolled in EFT,

you will be asked to comply with this request by choosing either the LaCarte Procurement Card and/or EFT. You
may indicate your acceptance below.

ThelLaCarte Procurement Card uses a Visa calatform. Contractors receive payment from state agencies using
the card in the same manner as other Visa card purchases. Contractors cannot process payment transactions through
the credit card clearinghouse until the purchased products have been shigoedved or the services performed.

For all statewide and agency term contracts:

1 Under the LaCarte program, purchase orders are not necessary. Orders must be placed against the net
discounted products of the contract. All contract terms and conditiqelg &p purchases made with
LaCarte.

9 If a purchase order is not used, the Contractor must keep on file a record of all LaCarte purchases issued
against this contract during the contract period. The file must contain the particular item number, quantity,
line total and order total. Records of these purchases must be provided to the Office of State Procurement
on request.

EFTpayments are sent from the Stateds bank directly t
that you have an active chéaf§ or savings account at a financial institution that esattronically accept

Automated Clearing House (ACH) credit files and remittance informatfadditional information and an
enrollment formare availableby contacting the Office of Statewide Rejoog & AccountingPolicy at DOA-
OSRAREFT@Ila.gov.

To facilitate this payment process, you will need to complete and return the EFT enroliment form.

If an award is made to your company, please check which ogiiowill accept or indicate if you are already
enrolled.

Payment Type Will Accept  Already Enrolled

LaCarte
EFT

Printed Name of Individual Authorized

Authorized Signature for payment type chosen Date

Email address and phone number of authorized individual
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ATTACHMENT VIl : ENTERPRISE ARCHITECTURE REQUIREMENTS

1.1 Technology Overview

The State has made a significant investment in a hardware and software platform to form the foundation for
development and hosting stiatewide enterprise systeriifie Enterprise Architectur&f) platform consists of

eight core components hosted on a hyper converged infrastructure spanning twaBéatelata centers ima
active-active configurationThis highly available platform (99.99% uptime) should be utilized for all enterprise or
misson critical applicationsThe State has employed the core concepts of the software defined data center
(SDDC); converging storage, networking, and compute resountcea single lifecycle model.

The platform is monitored through the coordinated use dilleving tools: infrastructure and network
monitoring, application performance monitoring (APM), security information and event manad&ievi),
and log aggregatiorm.his suite of tools allows the State to track and monitor the overall health antdapefa
the platform and to quickly respond to performance demandignificant investment has been made in a
DevOps approach and tooling including Idild and deployment automation.

In addition to the EA platform, the EA initiative provides &t&ndardization of other areas of the software
development lifecycle (SDLCY.he State provides tools for project management, requirements definition, risks,
issues, and other profetocumentation and artifactSontractors must use these State providetstas part of

the project management lifecycle.

1.2 Key Goals

1. The consuming application platform is irrelevant to the use of the EA component except in the
methodology used to integrate. State standards require custom built, transferC@T®BIEaaS system
to be developed in C#/.Net although other integrations may exist.

2. All applications or systems integrating into the EA platform must integrate into these components using
standard SOAP/REST APIs or connectors or message queues within the ESB or APIGW.

3. All applications or systems integrating into the EA platform must integrate with the Identity Access

Management /Single Sign On, API Gateway, and/or Enterprise Service Bus components, irrespective of

which of the other components will be used.

4. Allintegratons must be reviewed and approved through

1.3 Operations and Governance

The Enterprise Architecture is designed upon the Information Technology Information Library (ITIL) and The

t hi

Open Group Architectural Framework (TOGAframeworks.l nt egr ati ng sol utions shall

Enterprise Architecture @vernance processes to include:
1 Change and Release Management

o Changes to Production must be submitted to
evaluation

 Performance Management
o Monitor and Report on Key Performance Indicators in accordance with Industry Best Practices
o Reatime Business and IT dashboards will be published
o Integrating systems shall define uptime and performance SLAs as part of any resulting contract

T Incident and Problem Management
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o Any event that results in the violation of a Service Level Agreement (SLA) will require a Root
Cause Analysis to be performed and reported to

7 Availability Management

o High Availability and Enterprise Busine€ontinuity and Disaster Recovery Plans (eBC/DR)
will be tested and certified annually

o eBC/DR plans will align with agreed upon Recovery Time Objectives (RTORaodvery Point
Objectives (RPO)

In alignment with TOGAF, the Integrator will aligntheirsbli on wi t h t he Statebs Dat a,
Infrastructure Architectural Domaingll artifacts will be maintained and updated as required to reflect changes
to both business strategy and I€haologies.

1.4 Software
The eight components includlee following:

1. Identity Access Management/Single Sign On (IAM/SSO)AII users, both internal and external, are
validated through a common security portal using Security Assertion Markup Language (SAML) for
autorization and authenticatiobsers maintain a single ammt for use across all consuming systems.
The use of JSON Web Tokens (JWT) has also been approved.

2. API Gateway (APIGW) i Applications communicate through the APIGW to access other enterprise
components and to integrate via web services (SOAP or REST fyfstems both inside and outside of
the Stateds networ k.

3. Enterprise Service Bus (ESB) The ESB provides API connections to legacy applications and
mainframe systems in addition to providing support for process queues. Access to the ESB is done via
web ®rvices (SOAP or RESTful) or through message queues.

4. Master Data Management (MDM) - Stores common, shareable, reusable records, such as for an
fentityd or a fAper sono, acwssappligatiany statewiddste afthe nt egr i t y
MDMishighl y encouraged by the Stateds Enterprise Dat
master person/entity relationships across the enterprise.

5. Data Warehousing (DWH)i Statewide data storage system that allows for cross application or even
statewide repontig of information.

6. Electronic Document Storage (EDMS) Document storage system that allows flexible and scalable
storage of a variety of file types.

7. Consumer Communications CC) - Allows for the production and distribution of internal and external
communcations via print, email, and SM3.he CC component fully integrate
Print Center for print and mail fulfillment.

8. Business Rules Engine (BRE)Creates and maintains the rules that underlie the decision logic within an
applicaton.

1.5 Support Tiers

These components are separated into two support tiers. Contractors are required to utilize Tier 1 components for
any system integration. Use of Tier 2 components is not mandatory but is highly encouraged wheretappropria
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Tier 1:

Identity Access Management/Single Sign On
API Gateway
Enterprise Service Bus

= =4 =9

Tier 2:

Master Data Management
Data Warehousing

Electronic Document Storage
Consumer Communications
Business Rules Engine

= =4 =8 -4 =9

In addition to these components, the EA system uses sudityare systems for reporting, monitoring, file
transfers, workload scheduling, work management, application lifecycle management, and other ancillary

functions.
. Maohile Single-Page . , AFl
Web Partals M Applications M Applications \/ Bt ===t DevelaperPartal ’

Enterprise Sarvica Bus

tions, Monitoring, Govemnance & Application Lifecycla Management

=]
[*-F)

Fublic Cloud

Frivate Cloud

Software-Definad Network:

Figure 1- EA Conceptual Model

1.6 Environments

The EA system provides three environments imhich ©®nsuming systems to integraldhese environments are
separated according to the data classification of any data processed by consuming systems, according to the data
classifications rules in the OTS Information Security Polidye three environents are:

1. Production (PROD)i Contains all production systenmBhe use case for this environment is for any
production system. This environment is highly available, in an active/active configuration.

2. Non-Production/Restricted (NPR)T Contains nofproducton systems which consume agopess
restricted informationUse cases for this environment include User Acceptance Testing (UAT), Staging,
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and Conversion.

3. Non-Production/Non-Restricted (NPNR)i Contains nofproduction systems which consume or
process nomestricted information. Use cases for this environment include Development, System
Integration Test (SIT), and Training. This environment is highly available, in an active/active
configuration.

Additionally, the EA system has a singdevelopment (DEV)ervironment which is not exposed for consuming
system useThe Development environment is used for testing EA platform upgrades, hardware and software
updates, and other system changes.

7|

g

Figure 2- Environment Design

1.7 Technology Stack

Version numbers arghown, where appropriate, and are subject to change

1.8 Infrastructure

ltem Vendor Description Version

Nutanix Nutanix/Dell | Hyper-converged computing with compute, storage and
virtualization consolidated into a single appliance

VxRail Dell Hyper-convergeccomputing with compute, storage and
virtualization consolidated into a single appliance

ESXi VMware

vCenter VMware
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NSX VMware

SRM VMware

Windows Server | Microsoft Standard OS for Windows 2012 R2
RedHat RedHat Standard OS forinux

Enterprise Linux

g/lo_Qi fQL Server | Microsoft Enterprise Database/Storage Engine Enterprise

1.9 Core Components

Vendor Description Version
Decision Center, Decision IBM Business Rules Engine (BRE) v8.x
Server
Exstream Opentext Client CommunicationgZorrespondence v9.X
Generation (CC)
Pentaho Hitachi Data | Data warehouse and Analytics (DWH) v5.X
Systems
Case Foundation, Content IBM Electronic Document Management (EDMS) | v5.x
Manager, Enterprise Records
Foundation
webMethods Software AG| EnterpriseService Bus (ESB) v9.xX
API Gateway Broadcom Enterprise API Gateway
Identity Manager for Broadcom | Security integration product; includes access | v12.x
Consumers and Business management, directory services integration
Users, ldentity Suite, Single capability, and identity management (IAM/SS(
Sign On
InfoSphere IBM Master Data Management suite (MDM)
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1.10 Performance, Monitoring, & Lifecycle Management

Vendor Description Version

Bamboo Atlassian Continuous Integration, Deployment, and
Delivery

GitHub Enterprise GitHub Source Code Repository 2.7
IBM Workload Scheduler IBM Job Scheduling
Jama Jama Requirements Tracking & Control

Software
JIRA Atlassian Issue & Project Tracking 7.0
McAfee Enterprise Security Intel DevOps/Automation
Manager
MovelT Ipswitch Enterprise Managed File Transfer
Nagios Nagios Infrastructure monitoring/alerting XI
NewRelic APM NewRelic Application performance monitoring
Puppet Enterprise Puppet DevOps/Automation
Splunk Splunk Operationalntelligence

1.11 Contractor Requirements for Integration

If applicable, Contactor shall

1 Ensureintegratonwi t h t he Stateds I dentity Acceshdnteanagemer
and external userfntegrating systems must use this systenafioauthenticatin and authorization
functions.

f Ensurg¢ heir solution wil.| utilize the Statebds Enterp

time interfaces, or any interactions with other EA or State technology compohiéirtsegrating

connections must be made using standard SOAP/REST APIs or connectors or message queues within the
Electroric Service Bus or APl Gatewayhe use of JSON Web Tokens (JWilay be approved by the

State.

T Uilize the Stateds Mons.dhePprefpriecaconnectiommethadris FEBRSKFTH i | e t
over SSL) which requires a senade CA certificate no selfsigned certificate will be allowed256-bit,
FIPS 1402 validated AES encryption is used to protect any transmitted files from unauthomz¢deiis
hacking and/or viewing wile stored on State resourc®GP/GPG file type encryption is also required
with an exchange of public keys.
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